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WUPOL WEBSITE PRIVACY POLICY (EN)

1. Purpose

WU (Vienna University of Economics and Business) seeks to ensure the privacy of its website
users.

This Policy explains which personal data are collected during visits to the WU website or when
content provided under the “wu.ac.at” domain is accessed and how WU (Vienna University of
Economics and Business) deals with these data. The Policy also provides information on the
rights of data subjects pursuant to data protection law.

This Policy refers primarily to those sections of the WU website that are open to the pubilic, i.e.
sections where contents are accessible without prior registration (hereinafter referred to as
“publicly accessible WU website”).

In addition, WU also operates numerous web services that are only accessible after registration
and/or login. This applies especially to course and exam registration, online pre-registration for
prospective students, online applications for master’s programs, room reservation, eLearning
platforms, and web services. Additional personal data (e.g. name, student ID no., mailing ad-
dress) are collected and processed in connection with these web applications for the purpose of
rendering the corresponding services. Further information is provided in the respective applica-
tions.

WU'’s departments, institutes, and groups may run individual websites. The respective units are
responsible for the content provided there. The data collected on these websites may include
additional types of personal data that are not listed in this Policy.

2. Collection and Use of Personal Data

2.1. Data collected when visiting the website

In line with common practice, WU collects those data that are transmitted automatically during
visits of its publicly accessible website. These data are recorded in server log files. This applies
to the following types of data:

= The IP address from which the website is accessed
= Access date and time

= Access method (e.g. GET)

= URL visited

= Access protocol (e.g. HTTP/1.1)

= HTTP response code

= File size

=  Previously visited URL (referrer URL)

= Operating system and browser type (user agent)

Log files are saved for a period of four weeks.

WU uses this information to generate anonymized usage statistics, to ensure correct operation,
and to monitor website performance. WU's legitimate interests are the legal basis for processing
this data.

2.2. Cookies

The WU website uses cookies. These are small pieces of data stored on the visitor’s device when
the WU website is accessed. Cookies allow the WU website to remember certain actions and
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settings (e.g. login, language selection, font size and other display preferences) for a certain pe-
riod, as long as the cookie remains stored on the user’s device.

In particular, the WU website uses cookies to adjust the display settings of the website to the
device used and to optimize the usability of the website for the visitor. Cookies are also used for
analytical purposes, to optimize WU’s systems and improve the quality of its web pages. These
data are processed based on WU'’s legitimate interests.

Stored cookies can be deleted at any time in the web browser settings. Cookies can also be dis-
abled altogether in the browser settings. In some cases, however, this may affect the usability
of the WU website.

WU respects “do not track” requests.

2.3. Use of Data Based on a Declaration of Consent

Whenever WU processes data based on a declaration of consent, WU will inform the data sub-
jects concerned separately and in advance and ask them for their consent. In any case, the data
subjects have the right to withdraw their consent at any time. A withdrawal of consent does not
affect the lawfulness of processing based on consent before its withdrawal.

2.4. Transmission of Collected Data

WU does not transmit the personal data collected on the publicly accessible WU website to third
parties, unless otherwise specified in statutory provisions.

2.5. Data Subject Rights

Pursuant to the applicable data protection laws, in particular Articles 15 through 21 of the Gen-
eral Data Protection Regulation (GDPR), data subjects at all times have the following rights:

= The right to obtain information about any of their personal data that are being processed
= The right to rectification of inaccurate information and the completion of incomplete data

= The right to erasure of personal data, which may however be limited in certain cases speci-
fied by law, especially due to statutory data retention periods WU is subject to, the right of
freedom of expression, archiving purposes in the public interest, or scientific research pur-
poses

= The right to restriction of processing

= The right to receive the personal data they have provided in a structured, commonly used,
and machine-readable format (right to data portability)

= The right to object, on grounds relating to the data subject’s particular situation, to the pro-
cessing of personal data. This applies if the data are processed for the performance of a
task carried out in the public interest, in the exercise of official authority vested in WU, or
based on a comparative assessment of interests. If a data subject lodges such an objection,
WU will no longer process his or her personal data, unless WU demonstrates compelling le-
gitimate grounds for the processing which override the interests, rights, and freedoms of
the data subject or unless the data processing is required for the establishment, exercise, or
defense of legal claims.

= The right to object to the processing of personal data concerning the data subject for pur-
poses of direct marketing. If a data subject lodges such an objection, WU will no longer pro-
cess his or her personal data for these purposes.
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Requests to exercise any of these rights can be directed to the office indicated in the “"Contact”
section below.

Some of the services offered on the WU website that require a login allow the user to change or
amend their personal data themselves.

In addition, data subjects have the right to file a complaint with the supervisory authority if they
feel that their rights may have been violated or that WU may have violated its obligations under

data protection law. In Austria, the appropriate supervisory authority is the Austrian Data Pro-
tection Authority, Barichgasse 40-42, 1030 Vienna.

2.6. Liability for External Links
The WU website may contain links to external, i.e. third-party websites that are not under WU'’s

control. WU has no influence over the contents and data protection standards of linked pages.
WU shall therefore not be held liable for any external links.

2.7. Data Security

WU takes appropriate technical and organizational measures to protect the data subjects’ per-
sonal data against accidental or unlawful destruction, loss, and unauthorized access.

2.8. Contact

For questions or requests related to data protection, data subjects can contact WU’s Data Pro-
tection Officer. Further information is available online at https://www.wu.ac.at/en/datenschutz/.

3. Quality Assurance
This document is subject to an annual review.

In the event of discrepancies between the German original and the English translation, the Ger-
man version shall prevail.

4. Invalidation of Previous Regulations

This document replaces the previous regulation *“WU Website Policy 2018-2.0", which ceases to
be effective upon official publication of this document.

Vienna, March 26, 2019

Univ.Prof. Mag.Dr. Stefan Pichler
Vizerektor flir Forschung
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5.

Document Details

All fields marked with an asterisk (*) are required.

Short titlel*
Long title
File name?*
Replaces

Title of German version

Version (humber, date)*

Responsible for content*

Contact for content-related
questions and practical im-
plementation

Communication*
(multiple selection is possi-
ble)

Publication in the WU Bulle-
tin (Mitteilungsblatt)

First publication
(optional)

Valid as of*

Valid until*

Approved by

Further information*

1

2

Examples of short/long titles:

WUPOL Website Privacy Policy (EN)

Version 2019-1.0 | Classification: Public

WUPOL_EN_Website_Privacy_Policy_2019-1.0.docx

WU Website Policy 2018-2.0

dated [date]

WUPOL Website Privacy Policy, [link]

2019-1.0, dated [version dated

IT-SERVICES / Krasa, Andreas [Organizational unit] / [last

name, first name]

Christoph Riesenfelder / [last name, first name], [Organiza-
tional unit] / [last name, first name]

IT-SERVICES / Krasa, Andreas [last name, first name]

O email
WU regulations database

0 WU Bulletin

WU Bulletin Academic year XXXX/XXXX, Issue XX, [WU Bul-

letin no.] dated [date], [link]

WU Bulletin Academic year XXXX/XXXX, Issue XX, [WU Bul-
letin no.] WU Bulletin [no.] dated [date of first publication]

April 1, 2019

December 31, 2999

Vizerektor fur Forschung, Univ.Prof. Mag.Dr. Stefan Pichler

on [approval date]

Data Protection, Privacy, Security

= Short title = category and keyword, e.g. WUPOL Software
= Long title or subtitle = designation provided by the organizational unit, e.g. "Regulation on the use of WU Software”
No more than 60 characters; do not use any diacritics, special characters, and spaces
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