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Managing Country-by-Country (CbyC) Reports by means of an 

Independent 3rd Party Contractor (3PC) – The Legal Issues 

1. Purpose of memorandum 

The purpose of this memorandum is to analyse the question: 

i) Is it possible for a 3PC to receive and hold CbyC data as an agent of the competent 

authority of a country under the terms of the relevant DTAs, TIEAs and the MCAA? 

In short, yes; a 3PC, can receive, hold, maintain and transmit taxpayer data on behalf of a country’s tax 

administration under domestic laws, and also one or more treaty provisions, as there are presently 

several instances and models of this contractual and legal relationship between private, independent 

third-party contractors and government agencies in the United States, Europe, and several other 

jurisdictions around the world, including revenue authorities, and tax administrations. 

2. Introduction 

This is a multifaceted legal question, as addressing this issue will require the analysis of several inter-

related matters that cannot be disregarded; both domestic and internationally. Therefore, this 

memorandum will evaluate the current operative domestic laws, regulations and treaties that will have a 

direct effect and impact upon the immediate parties involved in this project. It considers the main legal 

issues related to a specific legal authority granted under domestic and treaty law to a private third- 

party, as well as the specific practical tasks involved, which in this case is the retention, transmission, and 

cross- border transfer of large taxpayer data. 

There are additional areas of legal concern to bear in mind, given the several and diverse domestic laws 

that are directly related to privacy and confidentiality and public and private information disclosure 

standards around the world, including the protection and safeguarding of tax return information and tax 

payer identity and sensitive financial data protection, along with trade secrets and other commercially 

sensitive information.   

It is also necessary to consider the probable legalities involving countries that do not have such privacy 

and/or confidentiality guarantees available within their domestic laws, and which also may not be treaty 

partners or subscribe to the common international standards and conventions regarding the disclosure 
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taxpayer information. Accordingly, this memorandum not only examines the actual authority that would 

be necessary to grant to such a 3PC, but also the impending risks and liabilities that might arise as a 

result. It also as presents the issue from an illustrative common law country perspective, using the US IRS 

as an example. As the project progresses, it is will be necessary to revise and re-assess any potential 

venture risks and liabilities that may affect the initial parties, as well as other conceivable legal 

complications that may arise as a consequence of the many differences that exist between domestic and 

international laws and regulations that will affect a project of this significance. 

 

3. CbyC Legal Context 

The OECD published its final report on Action Plan 13 entitled “Transfer Pricing Documentation and 

Country-by-Country Reporting” on October 5, 2015 (‘BEPS Report’).1 The relevant information for legal 

implementation of CbyC is contained in Annex IV to Chapter V of the BEPS report.2 This is particular 

relevant for countries that do not currently have a sophisticated legal framework. The implementation 

package consists of:3 

(i) Model legislation which could be used by countries  to require the ultimate parent entity of 

an MNE group to file the CbyC report in its jurisdiction of residence including backup filing 

requirements; and  

(ii) Three model Competent Authority Agreements that are to be used to facilitate 

implementation of the exchange of CbyC reports, respectively based on the Convention on 

Mutual Administrative Assistance in Tax Matters (‘MAC’), Double tax agreements (‘DTAs’) 

and Tax Information Exchange Agreements (‘TIEAs’). It is recognised that developing 

countries may require support for the effective implementation of Country-by-Country 

Reporting. 

 

Model legislation 

The BEPS report specifically does not take into account “neither the constitutional law and legal system, 

nor the structure and wording of the tax legislation of any particular jurisdiction.”4 The issue whether 

                                                           
1 See http://www.oecd.org/tax/transfer-pricing-documentation-and-country-by-country-reporting-action-13-2015-
final-report-9789264241480-en.htm 
2 See pages 37-69 
3 Page 37 
4 Page 37 
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countries can legally require MNEs to supply data in accordance with the BEPS report is outside the 

scope of this opinion.5 It is necessary, however, to assess the three model competent authority 

agreements. 

MAC  

The MAC, by virtue of Article 6, requires the Competent Authorities of the Parties to the Convention to 

mutually agree on the scope of the automatic exchange of information and the procedure to be 

complied with. In the context of the Common Reporting Standard, this requirement has been translated 

into a Multilateral Competent Authority Agreement (‘MCAA’), which defines the scope, timing, 

procedures and safeguards according to which the automatic exchange should take place. The BEPS 

report recommends using the MCAA mechanism as a means to achieve automatic exchange of 

information in relation to CbyC data.  

 

Therefore, the Multilateral Competent Authority Agreement on the Exchange of Country-by-Country 

Reports (the ‘CbyC MCAA’) has been developed, based on the Convention and inspired by the MCAA 

concluded in the context of the implementation of the Common Reporting Standard. 31 countries have 

thus far signed up to the CbyC MCAA, thus, it seems likely that this will be the main mechanism of 

achieving CbyC reporting. It is necessary, therefore, to assess the CbyC MCAA in order to ascertain 

whether a third party could receive and hold data as an agent of the competent authority. 

 

Section 5(1) of the CbyC MCAA provides: 

“All information exchanged is subject to the confidentiality rules and other safeguards  

provided for in the Convention, including the provisions limiting the use of the information exchanged.” 

 

The Convention referred to by section 5(1) is the MAC, therefore, it is necessary to examine it. However, 

it is important to briefly mention any breaches of confidentiality under this article.  

The consequences of a breach of confidentiality are determined by section 5(3):  

“To the extent permitted under applicable law, a Competent Authority will notify the Co-ordinating Body 

Secretariat immediately of any cases of non-compliance with paragraphs 1 and 2 of this Section, 

including any remedial actions, as well as any measures taken in respect of non-compliance with the 

                                                           
5 Section 8, CbyC MCAA: Countries are required to notify a Body Secretariat that they have the necessary laws in 
place to require CbyC data from MNEs. 
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above-mentioned paragraphs. The Co-ordinating Body Secretariat will notify all Competent Authorities 

with respect to which this is an Agreement in effect with the first mentioned Competent Authority.” 

Thus, there is a notification system which attempts a remedial process. This article does also not limit the 

application of the MAC. Historically, in the majority of cases, a supplying party will usually suspend the 

exchange of data if confidentiality is not respected, or the data is misused (we should reference the 

relevant provision in the agreement). 

 

Article 22 – Secrecy 

Article 22(1) states that information received under the provisions of the Convention shall be treated as 

secret and in the same manner as information obtained under the domestic laws of the receiving State 

and any requirements specified by the supplying State.  

This paragraph illustrates more explicitly a key point. If a tax authority uses a 3rd party to store tax data 

obtained under domestic tax law, as long as those domestic standards are maintained, CbyC via a 3rd 

party can theoretically occur. Furthermore, any necessary safeguards could be specified by countries 

that are a party to the CbyC MCAA. The Commentary also mentions several legal instruments addressing 

privacy with specific reference to the automatic processing of personal data.6Article 22(2) provides: 

“Such information shall in any case be disclosed only to persons or authorities (including courts and 

administrative or supervisory bodies) concerned with the assessment, collection or recovery of, the 

enforcement or prosecution in respect of, or the determination of appeals in relation to, taxes of that 

Party, or the oversight of the above. Only the persons or authorities mentioned above may use the 

information and then only for such purposes. They may, notwithstanding the provisions of paragraph 1, 

disclose it in public court proceedings or in judicial decisions relating to such taxes.” 

This paragraph could be construed as not allowing a 3rd party agent to store tax data. However, this 

argument is negated by two key points. Firstly, the term “disclosed” is not defined under the Convention. 

Article 3(2) requires a domestic interpretation “unless the context otherwise requires”. The context of 

this article is sharing of information concerning the tax collection. Thus, “disclosure” would entail full 

details being known to “persons or authorities”. The 3rd party storage system could only allow tax 

authorities of approved countries to access the information, thus, simply storing data without any access 

                                                           
6 For example, OECD Privacy Guidelines on the Protection of Privacy and Transborder Flows of Personal Data (1980) 
& Council of Europe Convention for the Protection of Individuals with regards to Automatic Processing of Personal 
Data of 28 January 1981 and its additional Protocol of 8 November 2001.  
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for that 3rd party provider cannot be considered as “disclosure”. Secondly, the article covers situations 

where the receiving State receives information and then discloses the information. The 3rd party storage 

system involves the receiving State retrieving information from the 3rd party storage. It is, therefore, 

logically impossible for a receiving State to disclose information to the 3rd party. 

DTA and TIEA 

Article 26(2) of the OECD DTA and article 8 of the TIEA is similar to Article 22 of the MCAA as it states 

that information received under the provisions of a tax treaty shall be treated as secret in the same 

manner as information obtained under domestic laws of the receiving State. The legal consequences, 

therefore, are the same as the MAC analysis. Furthermore, nothing in the Commentary of the DTA 

addresses this matter. 

Other Sources 

The OECD Guide on the Protection of confidentiality of information exchanged for tax purposes (‘OECD 

Confidentiality Guide’) expressly states:7 

“Consultants, service providers, contractors and others having access to confidential tax information 

should also be subject to background checks/security screening and be contractually bound by the same 

obligations as employees with respect to confidentiality of tax information.” 

This statement is made under the heading “Employees (background checks, employment contracts, 

training). This would suggest a 3rd party could have access to tax information where they maintain the 

same confidentiality checks as normal employees. 

Conclusion  

There is no reference made in any of the relevant legal agreements to 3rd party agents. The only 

reference is the OECD Confidentiality guide. It is ultimately a question of compatibility with domestic 

law. It is necessary, therefore, to assess the domestic legislation of each countries data protection laws. 

It is impossible to give an analysis of each country, however, it is possible to collect a sample of various 

countries domestic law, which can provide an insight into a potential challenges. 

4. Necessity of an Expressed Agency Agreement between 3PC and Tax Administration 

We should not initially suppose, that any preliminary contract reached between government and a 

private party will spontaneously result in a common law- type “agency” agreement that may lawfully 
                                                           
7 At page 17 
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deliver automatic treaty protection from liability. It is precisely the negotiation of an agreement resulting 

in a wide-granting establishment of license to the 3PC by the tax administration that will further resolve 

whether or not, a 3PC may act lawfully on behalf of the tax administration. 

It is only by an intentional, expressed bilateral agency agreement, that the affirmative contractual duties 

and obligations confer the legal authority to act on behalf of the tax administration, and hence delivering 

the compulsory protections under domestic international treaty law to do so. To be effective, this agency 

agreement must not be left to any implication or inference, or other interpretation that may open the 

door to uncertainty, or ambiguity regarding an articulated actual authority. Under an expressed (as 

opposed to implied agency agreement) an agent (private contractor) may fully act on behalf of the 

principal (tax authority) within the provisions and boundaries of the agreement, and with actual 

authority in matters within the scope of the contract.   

 
In determining whether or not a 3PC can receive and hold data transmitted via treaty partner on behalf 

of a tax administration, the contractual arrangement must be direct between the 3PC and the 

government itself; in this case, the tax administration. Any agency or entity buffer between the two may 

be deemed as a contractual intervention between parties and hence, an indirect and removed or remote 

grant of actual or even, apparent authority under contract   

 
In regards to our instant case, the recommendation is that an agency agreement joined with a licensing 

contract should be negotiated and structured directly between the 3PC and the tax administrations, 

without the use or intervention of any intermediary (private or non- governmental agencies) as to avoid 

buffers or barriers that can affect the principal- agent relation and the direct authority arrangement to 

act on behalf of tax administrations. From a standpoint of potential civil liability, this matter is significant; 

both contractually in regards to the tax administration and under tort law, concerning potential third-

party lawsuits and issues of vicarious liability. We should note that unlike common law of contracts, the 

civil law treats agents and representatives somewhat differently. Although this concept is regularly 

understood and applied, there is a disparity in interpretation under Civil law Codes, and in certain factual 

circumstances and the legal definition of independent contractors and certain types of agents may also 

present some difficulties. Similar variances exist between Spain, France and Germany.  Therefore, it will 

be necessary to discuss the equivalent contractual standing in each civil law jurisdiction.   
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5. A Case Study: Join Tax Convention Confidentiality obligations and US Domestic 

Law under §§ 6103- 6105 Internal Revenue Code (IRC) 

 
The confidentiality provisions found in US bilateral tax treaties and other multilateral agreements for the 

exchange of information, have been codified in the US under Sections 6103 and 6105 of the Internal 

Revenue Code (IRC).8  Accordingly, tax returns, tax return information, and tax convention related 

information are categories of information related to taxes that are generally protected from disclosure 

under IRC sections 6103 - 6105.  Also, all the provisions found in the US bilateral and multilateral tax 

conventions, tax information exchange agreements, as well as inter-governmental agreements and 

competent authority arrangements regarding the application of FATCA, comprise requirements 

safeguarding covered information from unauthorised and unlawful disclosure. 

All information that is submitted by the IRS to foreign tax administrations (outbound) through IDES 

“pipeline” is lawfully considered tax return information that is effectively protected under §6103, once it 

is in possession of the IRS, hence, during the “exchange” process the information is privileged and 

covered under §6103. Additionally, under US law, that information becomes treaty protected 

information in the hands of the foreign country when the information is exchanged pursuant to a tax 

convention or other international agreement related to taxes.9 Nonetheless, this is a complex subject 

and treaty protection, safeguards and any conferring immunity from liability; is not per se spontaneous 

or automatic in all instances. This condition is explained briefly below, and as this is a preliminary 

analysis, there will be an opportunity to discuss further and in- more depth, the legalities concerning the 

use of a 3PC and any consequent liability related to international exchange of information.  

Regrettably, the caveat regarding the legality of the protection of any exchange of information whether 

pertaining to information returns, or in our case, CbyC Reporting, fall under a vertical and horizontal 

legal analysis application that is paramount. That is, information and reports exchanged between 

governments and tax administrations (horizontal analysis) is controlled and considered secured and 

within the “protected pipeline,” whereas information and reports exchanged between private parties 

and tax administrations or thereafter; between private parties or a 3PC, not directly, or necessarily 

associated with a tax administration or government, may actually enjoy little or no legal protection at all 

under the treaty or international agreements (vertical analysis).   

                                                           
8 26 U.S. Code §§ 6103-6105.  
9 Id. IRS Memorandum AM2015-005 (2015) 
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This situation may create an “exchange- timing difference,” where a gap of legal liability may actually 

exist for a private party such as a 3PC that does not have limited liability under an agency license 

position, or other contractual or similar arrangement.  In the US, there is already case law to support that 

timing- difference liability. In order to analyse when §§6103 and 6105, and treaty, TIEA, or IGA 

protection applies, it is important to consider individually the outbound and inbound transmission of 

data.  By definition, outbound transmission is the transmission of data held by the IRS through IDES to a 

foreign tax administration or third party, while an inbound transmission is the submission of data to the 

IRS by a foreign tax administration, or a third party.10 In summary, presently it appears that in the case of 

outbound transmission, as the IRS already possesses the data to be transmitted, it already constitutes 

tax returns or tax return information under §§6103(b)(1) and (b)(2), and hence, the outbound 

transmission of financial data will be protected accordingly throughout its IDES transmission.11 

Presently, US case law has addressed what information is protected under §6103, but does it not directly 

address when (exactly) that protection activates, or is effective under §6103.12 A similar liability exposure 

may arise in relation to what constitutes a “tax return” vs. merely “return- related information.” The 

former is afforded more treaty protection, whereas the latter may not necessarily enjoy any at all.13    

Consequently, it should be noted that whereas under §6105 IRC, any information exchanged by tax 

administrations is sheltered by the safeguards contained in the exchange of information articles of 

treaties, and theoretically, also under §6105, information uploaded directly by FFIs and other non- tax 

administration entities to IDES is not considered “exchanged between competent authorities” and is not 

strictly or legally exchanged pursuant to tax convention or other agreements. In fact, under the statutory 

language in §6105(c)(1)(E), the information converts into tax convention information when it is 

“exchanged pursuant to a tax convention which is treated as confidential or secret under the tax 

convention.”14 Therefore, protection of this information, if and when permitted by law, is limited to the 

                                                           
10 IRS Memorandum AM2015-005, Steven A. Musher, INTERNATIONAL DATA EXCHANGE SERVICE (IDES) -
RESPONSIBILITY FOR DATA TRANSMITTED UNDER SECTIONS 6103 AND 6105, AND TAX TREATIES 
(2015).TRANSMISSIONS). 
11 Id. at page 10 
12 Ryan v. U.S., 74 F.3d. 1161, 1163 (11th Cir. 1996), Baskin v. U.S., 135 F.3d 338, 342 (1998),  

13 Landmark Legal Foundation v. IRS, 267 F.3d 1132 (11th Cir. 1996), and Hull v. IRS, 656 F.3d 1174, 1187 (10th Cir. 
2011), Stokwitz v. U.S., 831 F.2d 893 (9th Cir. 1987), cert. denied, 485 U.S. 1033 (1988). 
14 See, Article 3, par. 7 of the November 30, 2014 Model 1A Intergovernmental Agreement for countries with a pre-
existing double tax convention or tax information exchange agreement.  However, see Article 3, par. 7 of the 
November 30, 2014 Model 1B Intergovernmental Agreement for countries without a pre-existing double tax 
convention or tax information exchange agreement. 
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application of §6103, as provided above. Current authorities lend some support to the position that 

§6103 should not apply until the IRS downloads the information from IDES.15 

Conclusion  

It is possible, and permitted for a 3PC, to hold, receive, and transmit information related to CbyC 

Reporting as an expressed, authorized agent and licensed by a Competent Authority or Tax 

Administration, and in current international tax treaties and related international agreements. However, 

as an analysis of such statutory permissive provisions under domestic or municipal law is only possible on 

a case-by-case basis, it is difficult to say from the onset, how these domestic confidentiality and privacy 

laws affect or impact international treaty provisions and other international executive agreements.  

There are potential timing-transmission legal consequences, which are correlated to the inbound and 

outbound of any transfer of tax-related information, and that in case of a challenge to the privacy and or 

confidentiality of any transfer of data or information related to a particular taxpayer may become a 

contested issue. Such is the present state of the US tax data transfer Jurisprudence, as discussed above. 

 

 

                                                           
15 IRS Memorandum AM2015-005, Steven A. Musher. 


