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ABSTRACT

Analysts, investors and entrepreneurs have recognized the value of personal data for Internet
economics. Personal data markets thrive, and personal data is viewed as “the oil” of the digital
economy. Yel, ordinary people are barely aware of these developments. Marketers collect
personal data at relatively low cost in exchange for free services or discounts. But will this be
possible in the long term, especially in the face of privacy concerns? Little is known about how
users really value their personal data. In this paper, we build a value theory for personal data
that is based on the user perspective. Based on a survey experiment with 1269 Facebook users,
we identify core constructs that drive the value of volunteered personal data. We find that
privacy concerns are less influential than expected and influence data value mainly when people
become aware of data markets. In fact, market awareness or “asset consciousness” is the single
most influential factor driving willingness-to-pay for one’s personal data. Furthermore, we find
that people who build a sense of psychological ownership of their data value it more. Finally,
our value theory helps to unveil market design mechanisms that will influence how personal data
markets thrive: First, we observe a majority of users become reactant if they are consciously
deprived of control over their personal data; many drop out of the market. We therefore advice
companies to consider user-centered data control tools to have them participate in personal data
markets. Second, we find that in order to create scarcity in the market, centralized IT
architectures (reducing multiple data copies) may be beneficial.
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INTRODUCTION

“Personal data is the new oil of the Internet and the new currency of the digital world.”
With these words Meglena Kuneva, Europe’s former Consumer Commissioner, expressed an
economic reality that is increasingly manifest on a global scale: Personal data (hereafter
abbreviated as “PD”) is emerging as a new “asset class” (Horowitz and McConnell, 2002; World
Economic Forum, 2011: 5). This new asset class is traded on booming data markets. Many
online companies view their stock market valuations as a function of the data assets they hold
about their users. The Boston Consulting Group predicts that the economic use of PD can deliver
up to EUR 330 billion in annual economic benefit for organizations in Europe by 2020 (Rose et
al.,2012).

However, the legitimacy of PD as an economic asset can be challenged from both
economic and human rights’ perspectives. Economically, PD has the traits of a typical public
good rather than a commercial good (Varian, 1992; OECD, 2013): It is difficult to effectively
exclude any party from using it. Electronic services collect data so ubiquitously today and are so
interconnected that it is hard to control who transfers and processes what data for what purposes.
Also, PD has a non-rival nature: The use of a data point by one party does not prevent another
party from using the same data point as well. These characteristics lead to well-known market
problems for public goods, namely asset overuse and potential degradation (Rittenberg and
Tregarthen, 2011). Value degradation in particular is a data market challenge because PD is
abundantly supplied: In 2013, users sent or received over 100 billion emails per day (The
Radicati Group, 2013). Every day, more than 4,7 billion content items are shared on Facebook
(Internet.org, 2013), and millions of people use loyalty cards for their purchases. Against this
background, an open economic question is how much PD can ever be worth.

PD is an intangible asset class. The domain of corporate accounting has developed cost-,
market-, and income - approach methods to derive appropriate valuations for intangible assets
(Reilly Jr. and Schweihs, 1999). Applying such market and income approaches, the OECD has
tried to derive a monetary estimate for the value of individual data points by using market
capitalization and net income per individual records (OECD, 2013). But the conclusions from
this work were unsatisfactory. “All valuations coming out of the methodologies should be used
cautiously, with the understanding that the monetary estimates of values will be context
dependent,” (OECD, 2013: 4).

What’s more, PD valuation cannot be approached without considering the human-rights
boundaries of PD use. People’s legal right to information self-determination in some countries
(Federal Republic of Germany, 1949), European data protection legislation (European
Parliament and the Council of Europe, 1995) and international agreements on privacy standards
(Council of Europe, 1950; OECD, 1980; OECD, 2012) put “data subjects” legally in the loop
regarding whether and for what purposes their PD is used (European Parliament and the Council
of Europe, 1995). This right has recently been strengthened by the European Court of Justice
(see i.e. attribution of a ‘right to be forgotten’ to Europeans and invalidation of the ‘Safe Harbor
Agreement’ with the US). Some legal scholars argue that PD is the “property” of people
(Schwartz, 2004; Purtova, 2012). Therefore, PD value theories must integrate the “price
psychology” of those who supply the data. This paper does so, proposing major theoretical
building blocks for personal data valuation from a user perspective.



Up to now, from the point of view of service providers, people have willingly shared PD
in exchange for free services. But in reality, most users do not know that the service is free only
because they provide their PD. Most of them do not read the terms and conditions about the
commercial nature of the data-service exchange (Smithers, 2011). The US White House Report
on Big Data and Privacy recently stated, “Only in a fantasy world do users actually read these
notices and understand their implications ...” (The White House, 2013: xi). This ignorance is not
a firm foundation for a sustainable market. Furthermore, the “free” mentality underlying today’s
data-service exchange (Anderson, 2009) is eroding. People are concerned about a loss of privacy
in PD markets (Fujitsu, 2010) and start using protective software (Figure A-1, Appendix A).
Also data management tools are becoming available to users, both to conceal the information
users exchange (Dingledine et al., 2004; Camenisch et al., 2005; Hansen et al., 2008) and to
determine conditions of use based on policies (Casassa Mont et al., 2003; Nguyen et al., 2013).

If people take control over their data through new tools as well as legal enforcement
personal data markets will change and people will play an active role in them. But do people
view their communication traces as something valuable at all that they own and need to manage?
What factors influence people’s valuation of their data? And how important are privacy concerns
for that valuation? We have no answers for these questions. We need a value theory for personal
data valuation from a user perspective.

Researchers in the domain of information privacy have begun to explore the value of PD.
They have found that people have a “willingness to pay” (WTP) to protect their PD (Krasnova et
al., 2009) and to pay premium prices at websites that have better privacy policies (Tsai et al.,
2007; Jentzsch et al., 2012). A few studies have also looked into the “willingness to accept”
(WTA) money for data (Cvreek et al., 2006; Hann et al., 2007). They found that the sensitivity
of the data (Grossklags and Acquisti, 2007), the nature of the data recipient (Cvrcek et al., 2006)
and the context of information sharing (Huberman et al, 2005) influence compensation
expectations. However, all privacy research has focused only on the privacy dimension of data
valuation.

In this paper, we go further. We find that three dimensions influence the value of PD for
users: First, a sense of psychological ownership of their data and engagement with the data;
second, how the data market is designed or technically organized in terms of data portability,
data storage and data control; and third — in line with privacy research — how users perceive data
markets’ morality.

We test our value theory based on a study we conducted with 1269 regular Facebook
users. Facebook users assessed the value of the data on their Facebook Timeline. We chose
Facebook because, as of 2015, this outlet probably holds one of the most extensive collections of
individual PD. In this work, PD is defined in line with European Data Protection Law and OECD
guidelines, which regard it as “any information relating to an identified or identifiable individual
(data subject),” (OECD, 1980: 13).

In the next section, we present the reasoning behind our value theory and the hypotheses
we used to establish and test it. Then, we describe the methodology of the experimentally varied
questionnaire study we conducted and present our results. In a discussion section, we expand on
our contribution to theory and how our data supports our reasoning. We also show how our PD
value theory is relevant to PD market design and IT service design. Finally, we draw major
conclusions from our work.



REASONING BEHIND THE PERSONAL DATA VALUE THEORY

Market pre-condition: people value their data

Before we can build a theory around PD valuation, we need to ensure that the asset we
are talking about is really perceived as an asset. As outlined above, PD has the traits of a public
good. Data supply is abundant. People say that they are concerned about their PD use, but they
still reveal so much about themselves that stated privacy attitudes and observed behavior
contradict each other (Berendt et al., 2005). This “privacy paradox” has called into question the
true value PD has for people. Preibusch, Krol et al. (2012) argued that people deliberately over-
disclose without any thought about the potential monetary value of their digital traces. PD has so
little production cost that its value may not be high. Grossklags and Acquisti (2007) found that
people would not pay even 25 cents to protect non-sensitive pieces of information. And Mayer-
Schoénberger (2009) suggested that older PD is of so little value that it could even be deleted after
it passed a certain age. These findings suggest that users may not value their PD asset. One side
of the market would not participate?

However, this low-value perspective has been challenged. Scholars suggest that people run
through a privacy calculus in which they consciously weigh the benefits of disclosing PD against
privacy costs (Dinev and Hart, 2006). Hann, Hui et al. (2007) postulated that websites will
eventually need to offer consumers money in exchange for their data. Startups now build PD
“vault technologies” with the idea that people will start to trade their PD (Campell, 2012).
Studies have shown that people are willing to pay to protect their data from secondary uses; for
example, Krasnova, Hildebrand et al.(2009) found that people would pay Facebook between
EUR 0.98 and EUR 3.68 per month if the platform promised to use only demographic data
instead of the full set of their PD. Against this contradictory evidence we hypothesize that PD
has some monetary value for people, the variance of which is subject to the value theory we
postulate:

Hypothesis 1: People value personal data at more than 0 EUR.

Market awareness and valuation of personal data

Scholars have noted that most people are not aware of PD markets or understand that
they are exchanging PD for free services. “Consumer ignorance leads to a data market in which
one set of parties does not even know that negotiation is taking place,” (Schwartz, 2004: 2078).
Goods with common-good characteristics, such as clean air, are not normally perceived as
tradable “assets.” For PD markets to thrive with users at the table a precondition is that people
build up an “asset consciousness.”

To understand asset consciousness, think of young children at play. Often, one can
observe strong reactions — “MY car,” “ME!” — when a child picks up another child’s toy (Isaacs,
1933; Levine, 1983). When party A learns about party B’s interest in something that A
possesses, A’s perception of the value of the item increases. In economics, the link between asset
consciousness and asset valuation has been proven in game theory: Ultimatum games between
two players have shown for instance that when party A learns that party B can derive extra
monetary gains from a shared monetary amount (asset), the expectations of A about what B
should share with them rises (e.g., Smith and Walker, 1993).



In PD markets, the effects of such an asset consciousness are hard to measure in isolation
from privacy concerns. When people learn that their PD is actually a traded asset, privacy
concerns will arise in parallel with asset consciousness (Smith et al., 1996; Nissenbaum, 2004).
In an experiment on location data, Cvrcek, et al. (2006) showed that 25-57 percent of study
participants who learned that their information would be used not only for academic purposes but
also for commercial ones increased their fees for study participation. Cvrcek and his colleagues
interpreted this rise in compensation expectations as a result of increased privacy concerns.
However, the increased money amount could also have been caused by asset consciousness. We
therefore combine asset consciousness and privacy concerns and call the combined construct
“market awareness.” We hypothesize:

Hypothesis 2: Market awareness drives the valuation of personal data.

Engagement and psychological ownership in valuation of personal communication data

The value of assets is driven (at least in part) by their production cost. For intangible assets,
the cost approach in accounting uses the time spent on the creation of an asset to derive its value.
Facebook users are not paid for creating and maintaining profiles. But users do incur a
transaction cost that could be linked to their opportunity cost of lost income. Transaction cost
was shown to relate to people’s value perceptions (Rindfleisch and Heide, 1997). In fact, in an
earlier study on Facebook users, we found that users who update their information on the
platform on a daily basis value their profiles more than those who do not (Bauer et al., 2012). In
the literature on psychological ownership, researchers link people’s engagement with artifacts to

how they treasure them and perceive them as theirs: “All men have an invincible inclination to
appropriate in their own minds, anything which over a long, uninterrupted period they have used
for their work, pleasure, or the necessities of life. Thus, a gardener, after a certain time, feels that

the garden belongs to him,” wrote Simone Weil (Weil, 1952: 33). Against the background of
these arguments, we hypothesize that people who constantly update their Facebook Timeline and
hence spend a lot of time on the platform value their PD more than those who don’t:

Hypothesis 3: Engagement is positively related to users’ valuation of their personal data on
the platform.

Engagement is a behavior that is strongly associated with “psychological ownership.”
Psychological ownership describes people’s perceptions of property or possession toward
tangible and intangible goods (Pierce ef al., 2003). It is a mental state reflected in the question
“What do I feel is mine?” (Wilpert, 1991). Locke (1690) argued that we own our labor and
ourselves; therefore, we are likely to feel that we own all that we create, shape, or produce.
Because people engage with and create their Facebook profiles, they could develop a sense of
psychological ownership for the data that constitutes these profiles. Psychological ownership is
generally known to drive value perceptions. Thaler (1980), for example, found an “endowment
effect,” which is that people ascribe more value to things because they own them or have owned
them for a while. Marketing experiments have proven that a stronger sense of psychological
ownership for an object increases one’s valuation of that object (Peck and Shu, 2009).
Psychological ownership and its ensuing object valuation is created in response to a feeling of
being at home, perceptions of personal efficacy and identity through the objects possessed
(Furby, 1978; Rudmin, 1991; Dittmar, 1992; Pierce et al., 2003). We argue that such



psychological ownership perceptions can also influence PD valuation if the data is volunteered
and hence consciously created on a platform.

Pierce, et al. (2003) has reviewed how possessions help people to create a place,
symbolically captured by the concept of “home.” Home can provide an individual with a context
in which to dwell, a sense of belonging, connection, psychic comfort, pleasure and security
(Weil, 1952). We argue that people can build such perceptions of home on Facebook and in other
virtual environments because they receive a kind of exclusive territory from the platform in
which they are free to dwell, decorate and display themselves as they like. In virtual worlds like
Second Life, they can even create visual representations of homes, which they legally own. We
therefore expect that people who perceive their Facebook Timelines as a kind of home will value
their PD on that wall more:

Hypothesis 4a: Perceptions of feeling at home are positively related to the valuation of one’s
personal data on the platform.

Another dimension of psychological ownership is grounded in the effectance motive. Furby
(1978) postulated that the motive for possession stems from the individual’s need for effectance,
which is the production of effects upon the environment and the ability to produce desired
outcomes in the environment. “Possessions,” she noted, "have an instrumental function — they
make possible certain activities and pleasures. In other words, they enable one to effect desired
outcomes in one's environment,” (Furby, 1978: 60).For example, having a beautiful garden or
house embellishes a living area. We expect that people who feel that they are efficacious through
their contributions on Facebook will value their profile more:

Hypothesis 4b: Perceptions of being efficacious through one’s information are positively
related to the valuation of one’s personal data on the platform.

Numerous psychological ownership scholars have suggested that, in addition to serving an
instrumental function, possessions also serve as a symbolic expression of identity (e.g., Porteous,
1976; Abelson and Prentice, 1989; Dittmar, 1992). People communicate their identity to others
and achieve recognition and social prestige through their objects, for example, through their cars,
watches or houses. “Possessions can act as signs of the self and role models for its continued
cultivation,” (Rochberg-Halton 1984:339 in Pierce et al., 2003). Transferring this notion to the
social network context, people may use their information on Facebook to demonstrate a part of
their identity. The same may be true for blogs, personal avatars, and so on. People not only
demonstrate their true identity, they also actively pursue “impression management” (Richter et
al., 2011). Thought leaders and pop stars often use Facebook to communicate their public
identity. People who successfully establish identity through the PD should value their PD more:

Hypothesis 4c: Identity construction through one’s information is positively related to the

valuation of one’s personal data on the platform.

Finally, we hypothesize that the value of personal data will increase with the number of
friends people have online. Generally, the more friends we have, the more personal
communication data is likely to be created, on Facebook and elsewhere. This volume argument
is, however, just one reason why we believe that the number of friends drives the value of
personal communication data. In social theory scholars measured the utility from interaction with
friends in money terms and found a positive correlation (Powdthavee, 2008) (Kahneman et al.,
1997).



Hypothesis 5: The number of friends in one’s Facebook network is positively related to the
valuation of one’s personal data on the platform.

Market design in valuation of personal data

Supply-side economics is typically driven by the scarcity of the goods on offer. This scarcity
can depend on the marginal cost of production of a good. It can also depend on the degree to
which a market is designed to (artificially) embed scarcity. Artificial scarcity by market design
has been used to create incentive compatible markets for common goods (Holzinger, 2008), for
example, the market for CO2 emissions. Similar mechanisms could be envisaged for PD
markets. However, we must consider how abundant or scarce individuals perceive personal data
to be and how such perceptions drive data valuation. We hypothesized above that the low cost of
PD creation online and near-zero marginal cost for reproduction of data could lead to low data
valuation. In fact, decentralized IT architectures are a technical market design choice that
motivates data reproduction. Huge low-cost storage capacity on the client side encourages users
to keep multiple copies of their PD. For instance, the same digital photos are often kept on
DVDs, stored on hard disks and virtual clouds, sent to friends via email and shared on Facebook.
As a result, a greater number of copies of one’s personal communication data should lower the
value of each individual copy because the information is available elsewhere:

Hypothesis 6: People who have more copies of their data value it less.

Another market design dimension that may influence people’s data valuation is data
portability. Data portability is the possibility to “transfer data from one electronic processing
system to and into another,” (European Commission, 2012:9). On Facebook, data portability
means that users are able to easily transfer their communication data to another social network
platform or to another service. This ability would make them independent of Facebook and
reduce the ramp-up time on new applications. The same data could be used for multiple
purposes. In the offline world, such use-flexibility is valued by consumers. For example, if I can
wear one dress at multiple occasions it is an argument for valuing it more. As a result, marketing
theory recognizes that a product's final value is composed of multiple components, including
further product use (Neap and Celik, 1999). Against this background, we expect:

Hypothesis 7: Data portability increases the value of the personal data of Facebook users.

Finally, we question whether people’s control over their data can influence their perception
of data value. The US Federal Trade Commission identifies notice and choice as major privacy
mechanisms that grant consumers some control over their PD use (FTC, 2000). In Europe, the
law refers to informed consent (European Parliament and the Council of Europe, 1995). Through
either an opt-in control mechanism (EU) or an opt-out option (US), both legislations grant people
a final say over whether their data can be used or sold. Academic models of PD markets treat PD
as a commodity that can be traded by individuals who control the terms and conditions of sale
(Laudon 1996, Aperjis and Huberman 2012).

In behavioral economics of privacy, scholars found evidence that individuals who feel more
in control over the release of their PD disclose more (even when it comes to sensitive
information) (Brandimarte et al., 2012). Transferring these insights to the valuation of PD, we
hypothesize:



Hypothesis 8: People without control over the sale of their personal data value their
information higher than people with control.

Market morality in valuation of personal data

The inclusion of morality expectations into prices is a well-known economic practice.
For example, insurance premiums include charges to offset false claims (Abraham, 1985). From
a user perspective, morality concerns in PD markets relate to their expectations of companies’
privacy behavior. If such expectations are not met, people will be concerned that their privacy
could be breached, leading to personal exposure, identity theft, or exclusion (Solove, 2006).
Privacy researchers have shown that more privacy concerns lead to a higher valuation of PD
(Grossklags and Acquisti, 2007; Hann et al., 2007). .

Privacy concerns take different forms. Krasnova, Giinther, Spiekermann, & Koroleva
(2009) distinguish between organizational privacy threats, accessibility threats and social threats.
Organizational threats refer to risks associated with secondary uses of people’s data. For
example, people might increase the value of their information to compensate for the risk that
they incur when third parties such as credit rating agencies or future employers analyze their
data. Accessibility concerns relate to unwanted degrees of personal exposure. Users have
accessibility concerns when they perceive that too many parties could see too much about them.
For example, Facebook’s original policy to set all users’ profiles by default to “public” increases
peoples’ accessibility. If people perceive that their PD is too accessible, they might value their
information more to compensate for the high degree of exposure. Finally, social concerns relate
to cyber bullying. Social privacy concerns may lead people to see their information on a social
network as a point of weakness and lead them to post less on a social network to avoid bullying
from the start. As a result, the meager data they provide may be less valuable than that of heavy
posters.

Based on these arguments, we expect the three types of privacy concerns to relate to data
valuation on social networks and hypothesize that:

Hypothesis 9a: Higher organizational privacy concerns are positively related to the

valuation of one’s personal data on Facebook.

Hypothesis 9b. Higher accessibility privacy concerns are positively related to the valuation
of one’s personal data on Facebook.

Hypothesis 9c: Higher social privacy concerns are negatively related to the valuation of
one’s personal data on Facebook.

METHODOLOGY

In cooperation with a major tech-news portal, we conducted a questionnaire-based online
experiment. People were invited to share their views on Facebook. The questionnaire told
participants to imagine that one day they logged into Facebook and could not access their
information. Instead, a message from Facebook CEO Mark Zuckerberg appears. The message
says that Zuckerberg is tired of the business and intends to shut down the platform.

Participants were randomly assigned to one of five conditions: In four conditions, we



measured participants’ willingness to pay (WTP) for their data. We told them that Zuckerberg
planned to delete all the PD on the platform. Paying would allow them — in conditions 1 and 2 —
to safeguard their data (more precisely: their “entire Facebook profile including all information
on their wall (postings, comments, pictures, videos, links), in their photo albums, video sites and
friend contacts™). In two other conditions (3 and 4) — our market aware conditions - we told them
that a “trustworthy” third-party company was interested in buying all this data of theirs. By
paying, participants could not only safeguard the data but also avoid a sale of their data to a
trustworthy third party. We described the third-party company as “trustworthy” because we
wanted to streamline participants’ expectation that their data would be shared in a legitimate PD
market player.

Furthermore, we varied the method for safeguarding the data. One possibility was to only
download it to a personal hard drive (conditions 2 and 4). The other was a data portability
scenario where participants could transfer their data to another social network (conditions 1 and
3). This setup resulted in a 2x2 between-subject design (Figure 1).

FIGURE 1
Summary of the 2 x 2 experimental design for WTP
Data portability conditions Download condittons
Manipulation 1. Manipulation 2.
Market unaware Data will be deleted. Data will be deleted.
conditions Pay to prevent deletion by transferring it  Pay to prevent deletion by
to another social network. saving it to a hard drive.
Manipulation 3. Manipulation 4.
Market aware Data will be sold. Data will be sold.
conditions Pay to prevent sale by transferring it to ~ Pay to prevent sale by saving it
another social network. to a hard drive.

Unlike the first four conditions summarized in Figure 1 a fifth condition measured the
willingness to accept money (WTA) for personal data. In contrast to condition 3, participants in
condition 5 had no choice over the sale of their data. They were told that they could transfer their
data to another social network (data portability), but a copy of it would be sold to a trustworthy
company no matter what. Participants were asked only whether they wanted a share in the money
made by Facebook and, if they did, how much they would want (WTA). This condition 5 is
closest to how PD markets work today. Depending on the legal environment, people cannot
prevent the sale of their personal information. We used this condition to test the effects of a
market design parameter we consider important for PD markets, that is, personal control over
information sharing (hypothesis 8). A WTP manipulation would not have worked here because it
implies choice.

To ensure external validity, all scenarios’ stories were presented in a Facebook
atmosphere: the survey’s background picture was a grayed-out Facebook profile, and
Zuckerberg’s well-known profile picture brought the bad news. In an open question format, we
asked people to justify the WTP or WTA amounts they provided. Participants seemed to be
invested in the scenarios because the answers they gave to this question were quite emotional
and framed as if the scenario had really happened.
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In all conditions, participants were informed that safeguarding their data would be easy.
In conditions 1, 3 and 5, they were told that “at the click of a button” they could transfer their
entire data to a “similar” social network. They were additionally informed that most Facebook
users would transfer. This information was given to avoid the influence of transaction costs on
WTP/WTA amounts or the influence of varying beliefs about the success of the new platform.

Quantitative measures

The willingness to pay (WTP) measure we employed in the study was extensively
pretested (Bauer et al., 2012). In a pre-study, we compared four different methods for measuring
Facebook users’ WTP for their PD. These methods included different versions of the contingent
valuation method (CVM) (cf. Ciriacy-Wantrup, 1947) and the Becker, DeGroot and Marschak
(BDM) procedure (Becker et al., 1964). We decided to adopt CVM without any incentive.
Instead, an iPod Shuffle was raffled among all participants of the survey without any relation to
the WTP elicitation method so that the incentive did not affect the WTP results.

To manipulate people’s control over data release, we also measured WTA with the CVM.
We briefed participants as follows: “Facebook gives you the possibility to share in the profit. Do
you want a share in the proceeds from the sale? If yes, how much money do you want for your
Facebook information? (if not, please note down zero).”

Beyond people’s monetary valuation, we also asked participants for the perceived value
of their personal data. On a 9-point scale, they stated how much they agree or disagree with the
following statement: “I consider my Facebook information as valuable” (1 = completely disagree
at all, 9 = completely agree). Hereafter, we refer to this scale as “data appreciation”.

We measured privacy concerns by employing a scale developed by Krasnova, Giinter, et
al. (2009) that distinguishes between organizational privacy and accessibility threats.

To measure psychological ownership, we considered existing scales from the
organizational sciences. However, these scales mostly relate to employees’ psychological
ownership for tangible organizational assets (Mayhew et al, 2007; Avey et al, 2009).
Consequently, we constructed four subscales for psychological ownership along the theoretical
dimensions outlined above: feeling efficacious through digital possessions, building self-identity
with their help and feeling at home in a digital environment. We asked directly about
engagement and number of friends.

Finally, we developed a three-item scale to control for whether respondents have multiple
copies of or can easily reproduce their Facebook information. Table B-1 in Appendix B presents
all of the scale items, their respective factor loadings (including goodness of fit indices for CFAs
where applicable) and the reliability of the scales.

Qualitative measures

In addition to quantitative measures, we used an open question format to ask participants
to justify their WTP and WTA. Across the scenarios, 92 percent of the participants answered this
question. An initial content analysis resulted in 19 categories for WTP/WTA justifications. Table
C-1 in Appendix C contains a summary of these categories with definitions, examples and
frequencies. Three independent coders assigned answers to these 19 categories; in cases where
participants stated more than one reason, coders discriminated between the category for the
primary reason, the one for the secondary reason and so on. For primary reasons, intercoder
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reliability was substantial, with Krippendorff’s Alpha a = .63 and average pairwise percent
agreement at 67 percent (Freelon, 2010). When we inspected the justifications, we identified an
aggressive tone in many of them. We therefore decided to code the qualitative data also for the
presence or absence of reactance (a negative reaction in response to absence of choice). Zero
denoted no reactance. One denoted reactance (e.g., “Since I would have turned away from
Facebook anyways for their miserable privacy practices,” “A symbolic Euro since the data is
mine anyways,” “l Euro for a piece of shit”). Intercoder reliability for reactance was moderate,
with Krippendorff’s Alpha a = .42 and average pairwise percent agreement at 74 percent.

Sample and procedure

1298 regular Facebook users completed our online questionnaire. We subtracted 29
outliers, making our total sample 1269 respondents. Table B-2 in Annex B contains the excluded
outliers and how we derived them. 83 percent of the participants stated that they log in to the
platform at least once a day. 69 percent were males, and the age ranged from 12 to 77, with a
mean age of M =30 (SD=10). The median monthly salary was Mdn = 1500 EUR. On average, it
took the participants 24 minutes to complete the questionnaire.

To investigate our hypotheses, we conducted several analyses. First, we analyzed the
absolute values of the data we collected. Second, we analyzed the qualitative comments for all
the conditions. Third, for conditions 1 to 4 we conducted two regression analyses: a binary
logistic regression for the WTP and a multiple linear regression for the perceived valuation
scores. For the WTA condition 5, we conducted a multinomial logistic regression and a multiple
linear regression. Listwise deletion was used for all the regression analyses (resulting in smaller
samples).

For the binary logistic regression (conditions 1 to 4), we dichotomized the WTP variable
into zeroes for participants who did not want to pay anything for their data (WTP = EUR 0) and
ones for those who would pay something (WTP>EUR 0). We then performed a stepwise logistic
regression on the WTP as an outcome variable. We used logistic regression because the WTP
variable and its respective errors were heavily skewed (with a strong tail around EUR 0). A
linear regression with absolute WTP amounts broke the assumptions of homoscedasticity and
normally distributed errors. None of the usual data transformation normalized the distribution.
Furthermore, the results of a linear regression with heteroskedasticity-consistent standard error
estimators (Hayes and Cai, 2007) would have explained less than 10% of the variance in WTP
(with results pointing in the same direction as the logistic regression). To complement the less
granular WTP analysis, we added a linear regression on the variable that asked for people’s
perceived data value, or data appreciation. For this variable, all the assumptions for a linear
regression were met. Data appreciation was significantly correlated with WTP (r,(1002) = .28,
p<.001).

RESULTS

Market pre-condition: market awareness and how people value their data

For all five conditions, the distribution of the WTP and WTA amounts were strongly
skewed to the left, with over half of the participants not wanting to pay or accept any money for
their data. Sample t-tests and ratio tests reveal that the mean and median value for the whole
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sample is no different than zero, i.e., the 95 percent confidence interval of the mean and the
median for the entire sample includes zero (1(1268) = 1.86, p >.05, 95 percent CI of mean [EUR
-1.75, EUR 68.44], 95.1 percent CI of median [EUR 0, EUR 0]. These results contradict
hypothesis 1; on average, people do not value their personal communication data above € 0. The
introduction of a market as-is must therefore be questioned. The number one justification given
for WTP values was that “the data has no value” (see Table B-3 and Table C-1). Table 1
summarizes the confidence intervals for the means and medians across conditions and in the
whole sample.

Despite the initially discouraging data valuation of € 0, our data showed that the share of
users with EUR 0 WTP/WTA as well as the right tail of the value distributions differed
considerably between manipulations. For the two groups with no market awareness, the median
WTP was 0 EUR, and on average 64 percent of the respondents (67 percent in group 1 and 60
percent in group 2) would not pay a cent to save their PD from being deleted. On the other hand,
participants in the market-aware conditions were willing to pay notably more: The percentage of
respondents not ready to pay anything dropped to 40 percent (40 percent and 39 percent
respectively), and the median WTP for one’s data was Mdn = EUR 5. One quarter of the
respondents in the WTP market-aware groups would spend EUR 50 for the profile information. 5
percent were even willing to pay more than 200 EUR (compared to 15 EUR in the market
unaware groups). These figures show that valuation is significantly affected if people learn that a
market exists for their data: The median difference tests between the complementary first and
third conditions, the complementary second and forth conditions as well as the difference
between the combined market-unaware (mu) conditions with those that were market aware (ma)
were all significant (Ujgs = 19314.50, z143 = 7.93, p <.001, Usgs = 21706.00, 2254 = 6.51, p
<.001, Unygma= 81982.50, zpmagma= 10.21, p < .001). The logistic regression of WTP for PD
presented in Table 2 confirms this finding. When everything is held constant, the single factor
with the highest impact on data valuation is the awareness that a market for PD exists (b = 1.05,
SE =21, OR =2.87, p<.001). When people are informed that their data will be sold, they become
almost three times more likely to pay for it, lending strong support to hypothesis 2. That said,
data appreciation is only marginally related to market awareness (b =0.33, SE = .19, 8 = .07, p
<.10).

.................................

Data valuation, market awareness and market morality

Awareness of a PD market could lead people to monetarily value their PD more, because
they become asset conscious. But as we outline above, awareness of PD markets could also be a
privacy manipulation (prime). People are known to fear the secondary uses of their data (Smith,
Milberg et al. 1996). If the market awareness prime (conditions 3 and 4) increased privacy-
related fears, we should observe this in our data. Indeed, when controlling for an interaction
effect between privacy concerns and market awareness, we found that effect was significant (b =
0.39, SE = .18, OR = 1.48, p<.05). People with higher organizational privacy fears were willing
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to pay more money only in the market aware conditions. Yet, at the same time, we found that the
market awareness conditions primed our respondents to declare lower organizational privacy
concerns (#(996) = 3.84, p < .001) (see also Table B-3). The the separate contribution of the
interaction effect to our WTP model is small: It contributed only 0.5 percent additional
explanatory power to the 6 percent Nagelkerke R? increase that the market awareness
manipulation causes. The main PD value shift therefore seems to be attributable to asset
consciousness and not privacy concerns.

Besides the conditional influence of organizational privacy concerns on WTP, privacy
accessibility concerns also relate to WTP (b = .50, SE = .09, OR = 1.64 p < .001). Users with
accessibility concerns are 1.6 times more likely to pay for their data. The relationship between
organizational threats and accessibility privacy concerns with WTP is mirrored in the linear
regression results on data appreciation. Social privacy concerns however play no role in
explaining WTP or data appreciation. All in all, these results lend support for hypotheses 9a and
9b: a perceived lack of market morality, manifest in privacy concerns, influences people’s
valuation of their data. Social threats have no importance for our participants.

An unexpected result of our analysis that is related to market morality is that we found
reactance to be a significant predictor of WTP (b =-.62, SE = .30, OR = .54 p <.05). Participants
who reacted more aggressively to our manipulations were more likely to not pay anything for
their data. This finding does not mean that they appreciate their data less, as the linear regression
(table 3) confirmed (b = -.12, SE = 27, f=-.02 p > .05).

Data valuation, engagement and psychological ownership

While the relationship between privacy concerns and PD valuation was rather marginal,
people’s engagement on Facebook as well the motives behind psychological ownership were
strongly related to WTP as well as data appreciation. Study participants declared themselves to
be highly engaged on the platform (45 percent of them agreed that they keep their pages up to
date, M = 5.31, SD = 2.31). Feeling at home with one’s data was also pronounced (37 percent of
the participants agreed that they felt at home or connected to their page, M = 4.60, SD = 1.68),
followed by identity construction (34 percent agreed that they engage in identity management A/
=421, §D = 2.17) and then efficacy (20 percent agreed that they contribute a lot with their
profiles (M =3.70, SD = 1.90)).

Engagement and motives connected to psychological ownership were significantly
related to monetary data valuation. For WTP (Table 2), users who are more engaged with
Facebook attribute more value to their profile (b = .39, SE = .09, OR = 1.47, p < .001).
Respondents who were one standard deviation more engaged than the average user were 1.5
times more likely to offer to pay something for their data. This result is the same for identity
construction. When users demonstrate their identity by disclosing PD on Facebook, this
information is more valuable (b = .41, SE = .09, OR = 1.50, p <.001). Perceived effectance, that
is, people’s feeling that they contribute to Facebook through their data, is also positively related
to data valuation (b = .28, SE = .09, OR = 1.32, p <.01). Finally, feeling at home was the only
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non-significant motive of psychological ownership in relation to WTP. The overall contribution
of these 4 variables is a 9 percent unique explained variance of WTP, which was the most
explained variance in a single regression step. The importance of all psychological ownership
dimensions (including friends) is confirmed when linearly regressing on the perceived data
appreciation (table 3). Here, psychological ownershlp motives and number of friends are all
significant, and they explain 13% unlque variance (R® = .13, AF (4, 832) = 34.91, p< .001).
Engagement contributes 5% to the R’ Taken together, the findings confirm hypotheses 3, 4b, 4¢
and 5 and partially confirm hypothesis 4a.

The number of friends on Facebook has a significant but small influence on perceived
data appreciation (b =0.00, SE = .00, = .10, p <.01) and for the WTP amounts (b = .00, SE =
.00, OR=1.00, p <.05), confirming hypothesis 5. The beta values, though significant, are almost
zero because the friends scale ranges from 0 friends to a possible 5000 (the Facebook limit), and
the betas depict the influence of one additional friend on the data valuation.

Data Valuation and Market Design

Data portability did not cause higher data valuation as expected. There were no
significant WTP differences between condition 1 (pay to download the data) and condition 2
(pay to transfer the data to another social network) (Uigo= 33925.00; zi50= 1.86; p < .10),
between condition 3 (pay to download the data and prevent it from sale) and condition 4 (pay to
transfer the data to another social network and prevent it from sale) (Usg4= 261985.50; z304= .26;
D3&s > .05), or between the download (no service utility (nsu)) and transfer (service utility (sc))
conditions combined (Unsugsi=119815.50, zysuasu=1.46, p > .05). The logistic regression analysis
also showed the data portability manipulation to be not significant for WTP at the 5% level and
only marginally so at the 10% level (b = -.29, SE = .18, OR = .75, .05 < p < .10), but in the
opposite direction. This result is mirrored by the linear regression (b= 0.28, SE=0.17, 3 =.05. p
<.10), this time in the hypothesized direction, indicating that data portability is not a significant
nor stable predictor of data appreciation.

Multiple copies of PD, in contrast, are an important driver of WTP. Table C-1 shows that
having a copy of one’s data is the third most important reason given for WTP overall and the
single most important in the market unaware conditions. Respondents who have multiple copies
of their data were 1.6 times less likely to pay for their data (and prevent data loss). Nagelkerke
R* indicates a four percent increase of explained variance in WTP through this variable (Table
2). The result is mirrored in perceived data appreciation (Table 3), where respondents who had a
copy of their Facebook information declared lower valuation for it. These results give support to
hypothesis 6. People who have more copies of their communication data value a single copy of it
less and are willing to pay less than people who do not have copies of their data.

Willingness to accept money for personal data

A fifth condition measured WTA: How much money do people want for their data if
Facebook sells it and they can receive a share of the sale? We expected WTA amounts in
condition 5 to be higher than the amounts in the otherwise identical WTP condition 3 for two
reasons. First, the WTP/WTA gap is the well-known concept that people demand more money
for a good than they are willing to pay for it themselves (Horowitz and McConnell, 2002).
Second, we deprived people of control over their data in condition 5 and, theoretically, less
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control is associated with a higher cost of disclosure and hence a higher data value (hypothesis
8).

A U-test reveals that respondents in condition 5 wanted more money for their PD than
respondents in condition 3 were willing to pay for theirs (U = 265758.50, z = - 2.15, p < .05).
Also, respondents in condition 5 reported valuing their data more than in any of the other
conditions (ANOVA F (4,1237) = 5.43, p <.001, b = -.58. SE = .29, p <.05, see the predictor
variable “control” in Table 3). “Data has value” was the second most common reason stated for
WTA (Table B-3). This result goes in line with hypothesis 8 that less control leads to higher data
valuation. What we cannot say is whether this observation is not — at least in part— also due to the
WTP/WTA gap.

That said, we witness (similar to Acquisti et al., 2013) a quasi U-shaped distribution of
WTA amounts that hints at a distinct pricing psychology in condition 5: First, median WTA was
zero EUR, with 54 percent of participants not wanting even a cent for their PD. Since we are
measuring people’s willingness to receive money, this finding contradicts rational actor
behavior: Normally, people want to be compensated. Second, 25 percent of WTA respondents
asked for extremely high prices (beyond EUR 3750 per profile) that are well beyond any
amounts stated for profile information in other scientific studies (i.e., Grossklags and Acquisti,
2007).The outlier threshold for this condition 5 is EUR 25.150.642, an unrealistically high
amount, far greater than the EUR 4006 threshold for condition 3. Common sense tells us that
such extreme differences between WTA and WTP amounts cannot be explained solely by the
WTP/WTA gap.

To explore this further, we decided to distinguish between three types of respondents in
the WTA condition: (1) those who wanted extreme amounts over EUR 4006 (the outlier
threshold of the comparable condition 3), (2) those who irrationally did not want any money
from the sale of their data and (3) those who stated apparently reasonable prices between these
extremes. We performed a multinomial logistic regression to test the differences between these 3
types of respondents. The results of the multinomial regression are presented in Table 4.

Insert table 4 around here
We found that when everything else is held constant, stating extremely high prices (type

1) does not differ from the refusal to accept money (type 2) but differs from stating a moderate
amount (type 3) only by the presence of reactance.

Among the participants who refused to accept money, 61 percent were judged to be
reactant. And among those who asked for unrealistically high amounts, 52 percent were judged
to be reactant. In contrast, only 17 percent of comments were reactant in the middle, more
reasonable group of respondents. In all other conditions (1-4), around 25 percent of participants
showed reactance (Table B-3 in Appendix B).

To test our full set of hypotheses on WTA and prevent the strong influence of reactance
from distorting this analysis, we conducted a stepwise linear regression analysis on the WTA
amounts that were desired by the 43 users in the middle group (see Table 5). Median WTA in
this group is EUR 500, an amount far beyond the median WTP of EUR 5 found in condition 3.
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We cannot know the degree to which the WTP/WTA gap causes this difference in data valuation.
However, the independent variables that we hypothesized to be relevant for data valuation
explained 33 percent of the variance in WTA (R*= 0.33, Table 5).

We find that privacy concerns relate to the prices stated: Confirming hypothesis 9a, more
organizational privacy concerns lead to higher WTA (b = 218.67, SE = 95.79, p <.05). In
contrast, more accessibility fears (b = 216.79, SE = 87.60, p <.05) related to smaller WTA. As
we discuss below, this negative relationships does not necessarily contradict hypothesis 9b that
accessibility concerns are positively related to PD valuation.

In line with the findings reported above, engagement (b = 243.05, SE = 104.20, p<.05)
and feeling at home (b = 252.99, SE = 88.69, p<.01) with one’s data on Facebook are positively
related to WTA money for the data. In contrast, efficacy through one’s data and identity
construction are not significantly related to WTA. Equally, the number of friends and data
storage were not related to WTA amounts.

DISCUSSION OF RESULTS

Our study results suggest that users’ valuation of PD probably requires to distinguish between
value drivers that are important in the short term for people’s market participation and more
stable value drivers that determine PD valuation in the long-term (see figure 2). The short-term
drivers could also be regarded as market pre-conditions as we have argued above.

In the short term: market awareness drives data valuation

Our most surprising result is that 39-67 percent of participants were not ready to pay a
single cent for all of their PD on Facebook. When our sample was not made explicitly aware of
PD markets, median WTP was 0 EUR, and 75 percent of the respondents were unwilling to pay
more than 2 EUR. Furthermore, 31 percent of the justifications for the stated amounts were
related to the data simply being worthless, not significantly sensitive or both (see Table B-1).
This result makes us question whether PD markets can exist at all. If people view their personal
communication traces as a common good, how can companies build markets on them? Could it
be that possessions need to be “experienced” in order to be valued by people, as Jon Pierce
suggests (Pierce, 2003)?

That said, people’s initial valuation of their data changes when they become aware that
their data could be traded. WTP median values rose from 0 EUR to 5 EUR per profile, and 25
percent of the sample were willing to pay more than 50 EUR. For a fourth of the sample in
condition 5, expectation to be paid for their data (WTA) reached over 3750 EUR per profile.
These absolute figures must be regarded with caution because we did not use an incentive-
compatible design for our study. Still, they clearly proof that market awareness will be a key
driver for PD valuation in the short-term as people learn about the existence of personal data
markets.
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We hypothesized that market awareness effects are fueled by two sentiments in
particular: asset consciousness and increased privacy concerns. In comments provided for the
WTP conditions, many participants emphasized their data ownership: comments like “this is my
data,” “my intellectual property,” or “I have the rights,” were the third most frequent justification
for WTP in the market aware sample and the fourth most frequent in the overall sample (Table
B-1). In fact, participants made three times as many ownership-related comments in the market-
aware conditions as they did in the market-unaware conditions. This finding suggests that with
market awareness comes asset consciousness which influences how people value their data.

That said, we also found a significant interaction effect between the market awareness
condition and organizational privacy concerns. Three times as many participants mentioned
privacy in their WTP justifications in the conditions with market awareness (jumping from 7 to
above 22 percent). Interestingly most of the privacy-related comments in the market-aware
condition did not talk about a fear of losing privacy. Instead, participants justified their low WTP
with the argument that they had nothing private to hide on Facebook. The absolute degree of
organizational privacy concern in the market-aware conditions even decreased (see Table A-3).
This finding seems contradictory: On one hand, people talk more about privacy and significantly
increase the WTP for their data. On the other hand, they speak as if they have nothing to hide
and have lower organizational privacy concerns. Given the verbal explanations of our
participants, we believe that this contradiction could be due to a rationalization of disclosure
behavior. People reveal a lot on Facebook, but when they are confronted with the potential
secondary use of their data, they downplay their concerns. “I don’t share anything that could not
be known by anyone,” is a typical comment. More research may be interesting in this area. For
our value theoretical model we note that organizational privacy concerns arise as a part of market
awareness and this interaction drives up the value of PD (in terms of both WTP and PD
appreciation).

In the short term: lack of data use control can trigger market drop-out

A unexpected result of our analyses is how fragile the value attributions actually are.
Every day, online services are opened and closed, and PD is sold and lost, even by major online
brands. Still, when our study participants learned about such a development on their Facebook
account a relatively large proportion of them developed feelings of reactance that significantly
influenced their valuation behavior. When our participants were situated in a market design that
mirrors real current conditions (condition 5), where they effectively had no control over their
data being sold, the share of reactant comments increased from around 25 percent in conditions 1
through 4 to 49 percent (Table A-3). This increase in negative emotion seems to have led to a
market dropout of 78.5% of the participants. They either did not want any money for their data
or demanded extreme amounts. In the multinomial logistic regression across all users® WTA,
reactance was the only difference between rational and irrational behavior and explained 29%
(Nagelkerke R?) of the differences between people who asked for reasonable amounts and people
who either asked for unrealistic amounts or did not ask for anything. These findings bear a clear
message for the designers of PD markets: Users want to be in control of their data. If market
awareness rises and people are left out of the loop when their data is shared, people will become
aggressive. “I don’t give Facebook a cent” or “I refuse to be put under pressure by Facebook”
were typical remarks that participants made.
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Figure 2 separates market awareness, its interaction with organizational privacy and data
use control from the more long-term drivers of PD value. This is because in some years from
now, when people are generally aware of data markets and when data use control is a settled
issue, these variables won’t drive PD value any more. They are not part of a more fundamental
long-term PD value theory. Their influence is therefore also visualized with a dotted line in
figure 2. Still, they seem to be vital pre-conditions for the market to develop at all.

FIGURE 2
Confirmed Constituencies of a Value Theory for volunteered Personal Data
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Towards a long-term value theory for personal data

Our study found that factors relating to the phenomenon of psychological ownership
greatly influence people’s PD valuation. What traditionally builds psychological ownership,
identity construction, efficacy and engagement strongly relate to PD value. Taken together, these
factors contribute to the explanation of 12 percent unique variance of WTP, 18 percent unique
variance of perceived data appreciation and 18 percent of variance in WTA (for those
respondents who were not reactant). People who engage with Facebook more often value their
data more, are more willing to pay to protect its loss and will accept more money for it when it’s
sold. This result is not surprising because the volume of data to protect is probably larger, and
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the transaction cost to produce it is higher. The perception of being at home with one’s Facebook
data is only related to profile appreciation and WTA money (for respondents who were not
reactant). Surprisingly at first, it does not drive WTP. However, similar effects may exist in the
offline world: If you work in someone else’s garden and put your creativity and love into it, then
you value it a lot and would except money for your work, but you would not pay for it on top of
having done the work. Perceptions of being at home therefore do play a role for users’ data
valuation. Users want to be compensated for their “homes” when they are sold.

When looking into market morality in terms of privacy we have already outlined that
organizational privacy concerns influence PD value in interaction with market awareness.
Another privacy threats that we find to directly influence PD valuation (independent of market
awareness) is the fear of being too accessible. Accessibility concerns mean that users fear that
they have revealed too much about themselves in the past. Users who view themselves as more
accessible are more willing to pay to protect their data and appreciate it more. They are less
willing to accept money for it though. More research is needed to understand this apparent
contradiction.

Finally our study looked into how technical market design factors influence PD value.
We identified data storage redundancy as a major driver for WTP and data appreciation. To have
a copy of one’s data was — as a unique variable — the most influential factor increasing
Nagelkerke R* by 4%. The more copies one has the less one values individual copies. The
second market design variable we hypothesized to be relevant is data portability. In offline
markets, portability is a key value driver. The IT and electronics industry has a rich history of
creating compatibility standards for portability. Our data gives us very limited insights into the
effects of portability. Across manipulations, data portability was barely significant as a value
driver.

IMPLICATIONS

Companies operating in the digital economy and engaging in personal data markets can
pull some fundamental learnings from our study: In the short term, the PD value difference
caused by market awareness is a warning signal for today’s PD market players. When consumers
learn that their data is a tradable asset, they value their data significantly more. In fact, market
awareness is the single most influential factor driving WTP for one’s PD on Facebook. It may be
therefore that companies cannot count on the (quasi) free provision of PD in the future in
exchange for some service. Our study suggests that consumers may engage in a more
sophisticated “data value calculus” when they get asset conscious.

Companies may be tempted — also in response to people’s asset consciousness — to lobby
for less user control over subsequent data uses. Our study suggests that this may not be a good
strategy. We observe over 50% of users becoming reactant if they are consciously deprived of
control over their data. We also observe market dropout reactions. Depriving people of data
control may not be a good foundation for a trustful personal data market. Instead we would
recommend companies to look into user-control tools that allow them to participate in the
market.

When it comes to the long-term PD value drivers, we identify psychological ownership
dimensions as particularly important. Today digital service companies mainly promote people’s
engagement online, such as their visits and the time spent on a company’s sites. Our value theory
suggests that companies should dig deeper into how people actually construct identities on their



20

sites, what makes people feel efficacious and identify with their data.

We also identify the technical design of digital service markets as key for users’ value
perceptions. So far, massive storage capacity has been heralded by the IT industry. From a user
perspective, it certainly enhances individual freedom, privacy and flexibility over how to handle
one’s data. From a PD value perspective, though, it reduces the appreciation of the data. The old
economic rule of scarcity and valuation applies to our personal digital data just as much as it
does to physical goods. For example, suppose that someone has their photographs stored in only
one place, a cloud, and uses that source to display the photographs on other platforms. No
decentralized storage is provided. Our study suggests that, in this scenario, people would value
their PD much more than they do right now. If personal data markets are to strive, PD market
players must consider how to create scarcity in an environment where the evolution of our
devices pushes for PD abundance.

LIMITATIONS

Before concluding, we want to outline three limitations of our study: One is that we
investigated only volunteered and rich communication data on one platform. We recognize that
today’s PD markets also use the observed and inferred data that people don’t volunteer, data
created by companies in the course of service transactions and analysis (World Economic Forum,
2011). Additional insight is needed into how data subjects perceive that kind of data.

A statistical limitation of our study is that we could not prove causality for all the
variables we observed, in particular for the psychological ownership construct, which we also
did not measure directly. It was modeled only as a second order construct. We hope that future
research can build on our insights and questionnaire items and delve into more detail on
psychological ownership perceptions and their value relevance online.

Finally, in condition 5, we added a WTA condition because we wanted to take away
participant’s control over the sale of their data. In doing so, we were aware of the WTP/WTA
gap. We could have better investigated this gap if we had asked our study participants for their
WTA a share of a potential data sale in a scenario where they allow Facebook to sell their data
set. This condition would have more clearly aligned condition 5 with condition 3 and granted us
more insight into the WTP/WTA gap. However, we chose to prioritize the manipulation of
market control and its effect on data valuation. We recognize that we therefore have only a very
indirect and limited insight into the WTP/WTA gap that played a role in our study.

CONCLUSION

Our exploratory study on how people value their information on Facebook is the first
theoretical contribution to better understand people’s valuation of a new asset class: Personal
Data. We take the perspective of users, who should be the original sellers of data in PD markets,
and we identify a rich spectrum of variables and constructs that drive or relate to their potential
compensation expectations. Computer ethicist Luciano Floridi once wrote: “’“My’ in ‘my
information’ is not the same as ‘my” in ‘my car’ but rather the same as ‘my’ as in ‘my body’ or
‘my feelings’; it expresses a sense of constitutive belonging, not of external ownership, a sense
in which my body, my feelings, and my information are part of me but are not my (legal)
possessions,” (Floridi, 2005, p. 195). At first sight, our results suggest that Floridi is wrong. In
our study, market awareness was the most important driver of PD valuation. Asset consciousness
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is a highly valuable source for understanding PD valuation, at least in the context of “volunteered
data” (World Economic Forum, 2011:7). Yet, Floridi is right in the sense that people build up
feelings of psychological ownership for their online profiles. They feel at home online, build
identity, feel efficacious. If they do so and have friends’ data in their own communication traces,
they value their data traces even more. Taken together, the psychological mechanisms of
building a connection with one’s data are also more important for data subjects’ price
expectations than some classical economic variables and market design mechanisms such as data
portability. That said, one market design mechanism that should not be underestimated is
people’s control over their data. Our data shows that if people are aware of a personal data
market but not in control over the sale of their data, they get angry. This reactance then leads to
unrealistically high price expectations or a defiant withdrawal from the market.
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TABLES
TABLE 1.
Confidence Intervals for Mean and Median WTP/WTA in the Different
Manipulations
95% CI for Median 95% CI for Mean
Manipulation Lower  Upper Actual Lower Upper
Median  Bound Bound  Coverage Mean Bound Bound
Total sample
(WTP or WTA) €0 €0 €0 95.1% €33 €-2 €68
1 WTP data
portability —no
€0 €0 €0 95.4% €3 €2 €4
market
awareness
2 WTP download
— no market €0 €0 €0 96.2% €7 €5 €9
awareness
3 WTP data
I‘\’/‘I’“ab‘l“y twith g €1 €10 96.1% €42 €28 €36
arket
awareness
4 WTP download
+ with Market €5 €1 €10 96.3% €71 €43 €99
awareness
5 WTA + data
portability + €0 €0 €30  951% €160 €-8 €33
Market
awareness

Note: The confidence interval for the median is constructed without any distribution assumptions.
The actual coverage level may be greater than the specified level; WTP = Willingness to pay, WTA

= Willingness to accept,
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TABLE 2:
Logistic Regression of WTP. Conditions 1 —4
Step 1 Step 2 Step 3 Step 4 Step 5

Predictor B SE OR B SE OR B SE OR B SE OR B SE OR
Constant -47 .11 -47 11 -81 .16 -60 .18 -39 .20
Market Awareness 88 .16 242" 91 .16 2477 98 17 267 88 .17 2417 105 21 287
Engagement 32 .08 138 31 08 136 32 .08 1387 39 .09 1477
Psychological ownership

Identity construction 36 08 1437 38 09 1467 41 09 150

Feelings of home A3 .09 114 14 .09 115 12 09 113

Efficacy 22 09 124 24 09 1277 28 .09 1.32"
Number of friends 00 00 1.007 .00 .00 1.00° 00 .00 1.00°
Market Design

Data Portability -23 17 80  -29 .18 .75

Have a copy -44 09 .65%** _49 09 .61
Market morality

Privacy Concerns Organizational treat -10 .12 .90

Privacy Concermns Accessibility treat 50 .09 1647

Privacy Concermns Social treat .08 09 1.08

Privacy concerns Organizational treat X Market Awareness 40 .18 149

Reactance -62 30 .54

Reactance X Market Awareness -18 .42 .83
Nagelkerke R (sig. of step) .06™" 097 18 220 307

Except for the number of friends and manipulation dummies, we used factor scores of our measures (privacy concerns, psychological ownership and having a copy) as predictor variables.
Note: B=estimated coefficient; SE = standard error; OR=odds ratio; “p<.05; "p<.01, "“p<.001, 'p < 10

Dependent variable willingness to pay (yes/no) N=676 (scenarios 1 to 4)

Hosmer and Lesmeshow Chi*(8)= 11.69, p=166
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TABLE 3

Linear regression Valuation of Already Disclosed Data

Step 1 Step 2 Step 3 Step 4 Step 5 Step 6
B SE 8 B SE 8 B SE 8 B SE & B SE & B SE &

Constant 432 13 433 13 405 .14 3.87 .16 441 32 428 32
Market Awareness 59 17 a2 57 a7 a1 58 16 17T 46 16 0977 32 .18 06" 33 19 .07
Engagement 57 .08 2377 53 .08 21 53 .08 217 53 .08 .21 51 08 217
Psychological ownership

Identity construction 45 08 187 45 08 .18 45 .08 .18 45 .08 .18

Feelings of home 34 .08 147 34 08 .47 33 08 .13 34 08 .14

Efficacy 57 .08 .23 58 08 23" 57 08 .23 57 .08 .23

Number of friends 00 00 .10 .00 00 .10° 00 00 .107 00 .00 .107
Market Design

Data Portability 43 16 .08 30 .17 .06 28 .17 .05

Have a copy -15 .08 -06" -15 08 -06" -16 .08 -.06
Data Control -47 23 -07° -31 23 -05
Market morality

Privacy Concemns Organizational treat 22 .11 .09°

Privacy Concerns Accessibility treat 31 .08 .12

Privacy Concerns Social treat 02 .07 .01

Privacy concerns Organizational treat X Market Awareness 34 15 10

Reactance -12 27 -02

Reactance X Market Awareness 29 35 .05
R’ change (sig of step) .01~ 05" A3 .01 .00 05"
R? 01 07 20 20 21 26

Except for the number of friends and manipulation dummies, we used factor scores of our measures (privacy concerns, psychological ownership and having a copy) as predictor variables.
Note: B=estimated coefficient; SE = standard error; B=standardized coefficient, *p<,05; **p<.01, ***p<.001, 'p <.10
Dependent variable: valuation of data (9 point scale) N=839 (all conditions)



TABLE 4

Multinomial Logistic Regression of WTA. Condition 5

30

Extreme group WTA > 4006 EUR N = 47

Moderate group N = 38

Zero group N =81

0 EUR < WTA <4006 EUR WTA =0 EUR
B SE OR B SE OR

Intercept .05 38 .33 35
Engagement -.30 28 74 -29 21 75
Psychological ownership

Identity construction .06 .26 1.06 .10 20 1.11

Feelings of home -26 26 78 .01 .19 1.01

Efficacy 39 25 1.47 -30 19 74
Number of friends .00 .00 1.00 .00 .00 1.00
Market Design

Have a copy 44 27 1.55 .26 21 1.29
Market morality

Privacy Concerns Organizational treat -.06 24 94 10 19 1.10

Privacy Concerns Accessibility treat .40 24 1.49 -13 19 .88

Privacy Concems Social treat - 17 24 84 - 16 .20 .85

Reactance -2.04 .60 3% 34 40 1.40

ane

Nagelkerke R* = .29

Note: B=estimated coefficient; SE = standard error; OR=0dds ratio, *p<.05; **p<.01, ¥**p<,001

N=166
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TABLE §
Linear regression WTA (people who wanted nothing for their data or wanted more than
4006 EUR excluded from the analysis)

Step | Step 2 Step 3 Step 4
B SE B SE (1] B SE 0 B SE B

Constant 520.71 81.77 659,00 175.58 66235 178.18 88522 181.64
Engagement 129.28 9541 21 11528 10045 .18 11840 10231 19 243,05 10420 .39°
Psychological ownership

Identity construction -5.59 9423 -01 -1.06 96.72 .00 5695 9198 .10

Feelings of home 17525 8945 35" 17751 9093 35t 25299 8869 .50

Efficacy -69.85 10022 -11 -79.03 106.44 -13 -13546 106.05 -22

Number of friends -19 41 -09  -18 41 -.08 -38 40 -18
Market Design

Have a copy 3347 117.08 05 106.80 11629 15
Market morality

Privacy Concerns Organizational treat 218.67 9579 .40

Privacy Concerns Accessibility treat -216.79  87.69  -.42°

Privacy Concerns Social treat -189.91 9041 -38
R’ change (sig of step) 04" A1 00 18
R’ 04" 15 15 33

Note: B=estimated coefficient; SE = standard error; B=standardized coefficient; p<.05; **¥p<.01, **¥p< 001, 'p <.10
Dependent variable willingness to accept (yes/no) N=43 (condition 5, respondents with non-extreme answers (0 < WTA <400 EUR)
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APPENDIX A. USERS WAKING UP ON THEIR DATA

The rising trend of browser extension (add-on) “Ghostery” on Google Search, retrieved
from Google Trends September 2014

Interest overtime @

[¥] News headines [V Forecast (7)




APENDIX B. DETAILED TABLES OF RESULTS

TABLE B-1
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Factor Loadings, Reliability Of The Scales and CFA Results for the Second Order
Constructs Privacy Concerns and Psychological Ownership

Extraction Method: Prjncipal Comppnent Analysis Component Reliability
Rotation Method: Varimax with Kaiser
Normalization I 2 3 4 5 6 7 8 Cronbach’s Alpha
PRIVACY CONCERNS
Scale: Istrongly disagree — to 9 strongly agree 88
CFA goodness of fit indices (Chi*(40) = 149.7; p=.000; CFI= .98; AGFI =.96; RMSEA = .05 '
OTl:Iam often cgncemed that Facebook could 843 064 150 036 -021 001 -115  -054
store my information for the next couple of years
OT2: Every now and then I feel anxious that 791 072 276 013 076 -035 -047  -063
Facebook might know too much about me.
OT 3: I am often concerned that Facebook could
share the information [ provide with other parties 868 059 108 -014 -032 -056 -059 008
(e.g., marketing, HR or government agencies).
OT 4: T am often concerned other parties (e.g., 91
marketing, HR, govemmental agencleg) could ) 821 178 139 009  -028 -033  -.039 013
actually collect my publicly available information on
Facebook.
OT 5: It often worries me that other parties (e.g.,
marketing, HR, governmental agencies) could use )
the information they have collected about me from 845 103 5142, 003 Ul G 038 L
Facebook for commercial purposes
ST1: Iam often concemed that someone might 226 865 243 058 104 018 -029  -040
purposefully embarrass me on Facebook.
ST2: It often worries me that other users might 87
purposefully write something undesired about me on 237 877 224 027 076 056  -.038 -.002
Facebook.
ACCI: It often worries me that I do not restrict the
access to my Facebook profile properly for some 263 093 731 -005 030 -042 -023 .003
people.
ACC 2: There are people among my friends lists,
who should actually not be able to see my Facebook 053 128 736 103 039 057 -077 -.029
profile, 78
ACC 3: Sometimes I feel like I have revealed too 350 074 699 017 070 059 050  -.049
much about myself on Facebook.
ACC 4: My Facebook friends could gain
information about me from by Facebook profile 170 138 751 102 013 .011 091 -.063
that should actually not be public
Psychological ownership
Scale: Istrongly disagree — to 9 strongly agree 89
CFA goodness of fit indices Chi*(58) = 327.2; p=.000; CFI=.957; AGFI = 923, RMSEA = 068 ’
1 2 3 4 5 6 7 8 Cronbach’s Alpha
EFF1: I am sure that I contribute a lot to 031 043 097 756 133 208 230 033
Facebook.
EFF2: I feel that I increase the quality of Facebook. 043 021 080  .830 .196 .045 .108 013 78
i Lt TSEE IR S ERdaTd or 018 027 061 694 185 213 111 0I5
Facebook profiles with my profile.
IC1: For me it is important that I present myself 019 078 048  .199 847 129 087 034
well on Facebook.
:gﬁ[l use Facebook to present myself in good _009 056 057 146 849 101 152 015 87
IC3: 1 like that Eaceboo!{ gives me the possibility L011 043 041 165 825 146 197 002
to make a good impression on others,
H1: On my Facebook page I feel a bit at home , 024 -023 137 162 139 638 347 -.109 19
H2, I feel connected to my Facebook page. =027 059 066 269 235  .691] 292 -.082 -



H3. I feel very pleased to be part of the Facebook

34

: . -.183 080 -077 .194 135 695 177 004
world with my profile.
ENG1: Usmg Faceboqk, I keep.my_frlends. up to 140 014  .035 .105 135 188 833 014
date concerning what is happening in my life.
ENG?2: I take the time to keep my Facebook page 040 -029 -036 182 171 364 696 012 .84
up to date.
ENG3: When I have to say something, [ share it 2126 -066 -004 190 179 113 805 000
on Facebook.

Having a copy of the PD
Scale: Istrongly disagree — to 9 strongly agree
1 2 3 4 5 6 7 8 Cronbach’s Alpha

HCll: If I wanted, it woulq be easy for me to re- -086  -095 022 -087 025 340 -253 621
provide all my Facebook information.
HC2: T have a copy from a lot of my Facebook _024  -002 -057 -057 0I5 102 -069 787 F
profile information (photos). '
HC3: Since I have a copy from most of my
information, it would not be bad if the Facebook 017 024 -077 -077 -080 000 -210 .801

information is deleted.

TABLE B-2.

Distribution of the stated WTPand WTA amounts

MANIPULATION WTP Frequency Percent Cumulative Percent
0 EUR 183 63.8 63.8

1. TRANSFER 1 EUR 29 10.1 73.9
2 EUR 6 2.1 76.0
3 EUR 1 3 76.3
5 EUR 14 49 81.2
10 EUR 16 5.6 86.8
15SEUR 3 1.0 87.8
20EUR 13 45 923
25 EUR 2 7 93.0
30 EUR 2 7 93.7
35 EUR 1 3 94.1
50 EUR 4 1.4 95.5

Outliers (outlier threshold = 64 EUR):

100 EUR 6 2.1 97.6
200 EUR 4 1.4 99.0
500 EUR 1 3 99.3
1000 EUR 1 3 99.7
150000,EUR 1 3 100.0
Total 287 100.0
0 EUR 162 59.3 59.3

Za DOWHEQLD) 1 EUR 26 9.5 68.9
2 EUR 2 7 69.6
3 EUR 1 4 70.0
5EUR 20 73 77.3
10 EUR 31 11.4 88.6
15 EUR 3 1.1 89.7
20 EUR 8 2.9 92.7
25 EUR 1 4 93.0
50 EUR 6 22 952
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70 EUR | 4 95.6
100 EUR 7 2.6 98.2
150 EUR | 4 98.5
Outliers (outlier threshold = 176 EUR):
200 EUR | 4 98.9
500 EUR | 4 99.3
20000 EUR | 4 99.6
1000000000 EUR 1 4 100.0
Total 273 100.0
0 EUR 91 40.3 40.3
- 1 EUR 10 4.4 447
CONSCIOUSNESS 2 EUR 2 9 45.6
3 EUR 1 4 46.0
5 EUR 15 6.6 52.7
10 EUR 20 8.8 61.5
20 EUR 19 8.4 69.9
25 EUR 4 1.8 71.7
30 EUR 3 13 73.0
40 EUR 1 4 73.5
50 EUR 20 8.8 823
75 EUR 2 9 832
80 EUR i 4 83.6
99 EUR 1 4 84.1
100 EUR 22 9.7 93.8
130 EUR 1 4 94.2
150 EUR 3 1.3 95.6
200 EUR 3 13 96.9
300 EUR 2 9 97.8
500 EUR 2 9 98.7
600 EUR 1 4 99.1
666 EUR 1 4 99.6
1000 EUR 1 4 100.0
Outliers (outlier threshold = 4006 EUR):
Total 226 100.0
EUR 92 385 38.5
4 ﬁgglgg?m 1 EUR 18 75 46.0
CONSCIOUSNESS 2 EUR 3 1.3 473
3 EUR 1 4 47.7
5 EUR 11 4.6 52.3
10 EUR 18 7.5 59.8
12 EUR 1 4 60,3
15 EUR 3 1.3 61.5
20 EUR 15 6.3 67.8
25 EUR 2 8 68.6



30 EUR 1 4 69.0
35 EUR | 4 69.5
40 EUR 1 4 69.9
49 EUR ! 4 70.3
50 EUR 23 9.6 79.9
70 EUR | 4 80.3
75 EUR | 4 80.8
99 EUR 1 4 812
100 EUR 20 8.4 89.5
130 EUR 1 4 90.0
150 EUR 1 4 90.4
200 EUR 1 4 90.8
250 EUR 3 1.3 92.1
300 EUR 4 1.7 93.7
500 EUR 5 2.1 95.8
1000 EUR 4 1.7 97.5
1500 EUR | 4 97.9
2000 EUR 1 4 98.3
Outliers (outlier threshold = 4006 EUR):
8000 EUR | 4 98.7
10000 EUR ! 4 99,2
1000000 EUR | 4 99.6
1000000000000000 EUR 1 4 100.0
Total 239 100.0
WTA Frequency Percent Cumulative Percent
Ly 0EUR 142 52.0 52.0
CONSCIOUSNESS 1 EUR 2 K 52.7
SEUR 1 4 53.1
10 EUR 1 4 53.5
15 EUR 1 4 53.8
20 EUR 1 4 542
30 EUR 1 4 54.6
50 EUR 1 4 54.9
51 EUR 1 4 553
60 EUR 1 4 557
100 EUR 5 1.8 57.5
120 EUR 3 1.1 58.6
150 EUR 2 7 59.3
200 EUR 4 1.5 60.8
250 EUR 2 7 61.5
300 EUR 1 4 61.9
500 EUR 12 44 66.3
750 EUR 1 4 66.7

1000 BUR 12 4.4 711
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1300 EUR 1 4 71.4

1500 EUR 3 1.1 725

2500 EUR 1 4 72.9

5000 EUR 14 5.1 78.0

5400 EUR 1 4 78.4

6000 EUR 1 4 78.8

7200 EUR 1 4 79.1

10000 EUR 18 6.6 85.7

15000 EUR 2 7 86.4

20000 EUR 1 4 86.8

30000 EUR 2 7 87.5

50000 EUR 5 1.8 890.4

75000 EUR 1 4 89.7

100000 EUR 7 2.6 923

150000 EUR 1 4 92.7
200000 EUR 1 4 93.0

500000 EUR 1 4 934
1000000 EUR 7 2.6 96.0
3000000 EUR 1 4 96.3

10000000 EUR 1 4 96.7
20000000 EUR 1 4 97.1

Outliers (outlier threshold = 25150642 EUR):

47110815 EUR | 4 97.4
100000000 EUR 1 4 97.8
1000000000 EUR 1 4 98.2
5000000000 EUR 1 4 985
100000000000 EUR | 4 98.9
9999999999999 EUR 1 4 99.3
1000000000000000000000000 EUR | 4 99.6
10000000000000000000000000000000 EUR 1 4 100.0
Total 273 100.0

Note: *The differences in stated price distributions led us to conduct separate outlier analyses for all conditions. In line with (Hubert and Van_ der
Veeken 2007), we used the outlier labeling rule for maximally skewed distributions (MC =1) and excluded 29 outliers.
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