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Abstract

A privacy pattern catalog provides guidance with respect
to data protection requirements, to both technical and nontechnical personnel that are involved in the development of
software that processes personally identifiable information.
This paper describes a privacy pattern catalog that was
compiled with the help of the structured-case methodology. The proposed privacy pattern catalog is an interactive
online tool that classifies privacy patterns according to the
privacy principle requirements of the ISO/IEC 29100. In addition to the ability to browse through the classification, the
tool provides an option to export selected information into a
Microsoft Word document for further use. A classification of
patterns, based on usage context, application permissions
and hierarchical relations of patterns in terms of their level
of generality is proposed. While, category, permission and
granularity filters are highlighted as a future implementation
of the proposed pattern classification scheme.
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Introduction

Companies that produce financial, healthcare, insurance,
or any other software that processes personally identifiable
information (PII) must comply with data protection laws and
regulations. In order to do so, software engineers should
employ adequate protection mechanisms, which safeguard PII that is processed by their software. This can be
achieved by following a Privacy by Design approach, which
embeds privacy requirements into both the software architecture and the software design [6]. This paper focuses
on the design stage of the software development life-cycle
and proposes privacy patterns as tools for the integration
of privacy requirements into software artifacts at design
time [19]. Patterns are particularly suitable in this context
as they offer time-proven solutions to recurring problems in
specific contexts [29, 14, 10, 2].
Figure 1: The structured-case
research method. (Source: Jenny
M. Carroll and Paul A. Swatman.
2000. Structured-case: a
methodological framework for
building theory in information
systems research. European
Journal of Information Systems 9,
4 (2000), 235–242)

Existing privacy pattern collections [17, 13, 30, 28, 27] provide either privacy patterns for a particular context or an
incomplete list of patterns (missing those listed in other
sources). Although, a number of projects are interested
in accumulating privacy patterns [18, 7], they are still under
development and no comprehensive, usable and relatively
complete pattern catalog has been put forward to date.
Privacy requirements can be found in data protection laws,
regulations and guidelines [8, 25, 26, 9]. However, those
differ from country to country, sometimes define the requirements for specific purposes, and often fail to keep pace
with technological advancements. The International Organization for Standardization / International Electrotechnical
Commission 29100 standard, commonly known as ISO/IEC
29100, is a viable alternative, as its framework aims to protect PII within information and communication technology
systems [1]. Moreover, such international standards are
prepared in collaboration with international organizations,

governmental and non-governmental [1], and, therefore,
should ideally cover laws and regulations of different countries. As such, our interactive privacy pattern catalog (IPPC)
(see the Interactive Privacy Pattern Catalog section for additional details) is a classification of existing patterns according to the privacy principle requirements of the ISO/IEC
29100 standard. Being an interactive online tool, the catalog is available at privacypatterns.wu.ac.at. Building on
previous work [12], this paper describes the methodology
used to compile the catalog, uses the insights gained in order to propose a classification scheme for privacy patterns,
and offers further enhancements to the IPPC.

Method

The structured-case methodological framework for building theory in information systems research [5] was used to
collect the content for the IPPC with the help of interviews.
The process flow of this method is shown in Figure 1. The
conceptual framework for the IPPC consists of patterns
with their descriptions, privacy principles of the ISO/IEC
29100 and the relationship between them. 13 interviews
in 4 research cycles were conducted with PhD candidates,
PhDs, professors and professionals in the field of data protection from Austria, Germany, Greece, Ireland, Sweden
and the USA. As additional insights diminished with each
successive interview, the research cycles reached a natural
end when no new insights were gained. Although all interviewees were experts in the data protection domain, they
had different academic/industry backgrounds and assessed
patterns and their descriptions from different points of view.
One limitation of the study is the fact that the interviewees
felt under time pressure (the interviews lasted up to 4.5 h)
and tried to complete the interviews as quickly as possible.
Time pressure could potentially be alleviated by splitting
interviews into multiple sessions.

Figure 2: The interactive privacy pattern catalog. (Source:http://privacypatterns.wu.ac.at)

Interactive Privacy Pattern Catalog

The IPPC aims to provide guidance to both software engineers and non-technical personnel with respect to the
development and provisioning of privacy aware software
systems. However, the catalog can also be used for the
training purposes, for example preparation for the ISO/IEC
29100 certification. At the moment this online IPPC contains 40 privacy patterns grouped by privacy principle instructions. Figure 2 shows the catalog and an example of
a privacy pattern where a pattern belongs to an instruction
which in turn belongs to an ISO privacy principle. The full
hierarchy, patterns and their descriptions are available in

the online IPPC [11]. In addition to just browsing through
the catalog, users can search the contents of the catalog
by privacy pattern and export the information they selected
into a Microsoft Word document. This export serves as a
privacy instruction catalog that is specifically targeted to the
end users requirements.

Challenges and Opportunities

While compiling the catalog we uncovered a number of
open challenges and opportunities, with respect to the usability of privacy design patterns, that still need to be addressed. Specifically, the need for the further classification

of patterns based on usage context, application permissions and hierarchical relations between patterns in terms
of their level of generality. In the next release of the IPPC
such a scheme will be realized in the form of category, permission and granularity filters, that could be used to browse
the privacy pattern catalog (see Figure 3).

Figure 3: The prototype of the
’Filter’ sidebar.

When reading the description of a pattern, interviewees
often mentioned that a pattern can be directly or indirectly
connected to the privacy principle requirement of the ISO/IEC
29100 standard depending on the context where the pattern
is applied. To disambiguate the context of pattern usage,
additional privacy pattern classifications are needed. A possible approach for context filtering is to use general software classifications based on context. However, such classifications [15] appear to be too general and sometimes all
patterns can be fitted to every category. Another approach
is to use software classification on a lower level in the classification hierarchy. Mobile appstores [24, 16, 20] offer a
comprehensive and more detailed context grouping of applications (i.e. apps). A ’categories’ filter could be used by
non-technical personnel, for example managers, chief executive officers, etc., to obtain a general idea of what might be
required for their applications, in terms of privacy.
Software engineers, however, may require a more detailed
context filter, which is even lower in the classification hierarchy in comparison with app categories. This filter could be
based on the permissions required by the software application. The ’permissions’ filter could be used to identify possible privacy-friendly solutions, in terms of design patterns,
for the processing of PII. Three of the most popular operating systems (Android, iOS, and Windows), were taken
into account when compiling the list of permissions. Those
operating systems (OSs), according to Böhm et al., hold
84.4%, 11.7% and 2.9% of the market share respectively

and constitute 99% of the global market share [4]. Permissions for Android are clearly listed on the official website [3]
for the Android developers. Apple, however, does not offer an official source that explicitly lists permissions and no
papers with the analysis of permissions for the iOS were
found. Nevertheless, permissions can be retrieved from the
iOS developer library [21] as well as from the ’privacy settings’ section of Apple mobile devices. Microsoft provides a
list of potential app permissions on their official website in
the Windows Dev Center section [22], on the official website
for Windows Phone OS [23] as well as in the privacy tab in
the settings menu of the OS itself.
Finally, the interviewees identified an issue with the different levels of pattern generality. For example, anonymity
and differential privacy are listed as separate patterns in
the catalog, although the differential privacy pattern may be
considered as a part of the anonymity pattern. To solve this
problem, it is necessary to introduce a hierarchy of macroand micropatterns, group patterns accordingly and add a
corresponding filter to the catalog. Such a structure could
be defined based on existing privacy taxonomies, standardization activities and engineering practices.

Conclusion

This paper described an interactive privacy pattern catalog
that can be used by both technical and non-technical personnel in order to obtain guidance with respect to the processing of personally identifiable information. Further, we
discussed the challenges that arose during the compilation
of the catalog and identified the need for the further classification of patterns based on usage context, application
permissions and hierarchical relations between patterns in
terms of their level of generality. Finally, we proposed the
realization of a more usable privacy catalog in the form of
category, permission and granularity filters.
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