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Wireless LAN Windows XP IT-Services, WU Vienna

Wireless LAN at WU Vienna
with Windows XP

To access the wireless network at the WU Vienna, you will need a laptop with an operating system
with network software configured for DHCP and a wireless network adapter capable of 802.1x

authentication.

It is extremely important that you have the latest drivers installed for your network card. Within

our wireless network, you can connect using IEEE 802.11a, b, g, and n-standards.

Network password

First of all, please make sure that you have already established a network password at the

control panel (» https://controlpanel.wu.ac.at/).

» Control Panel » Services » Netzwerkzugang

| CQuick Links ;I Contrelpanel
iibersicht WU NETZWERKZUGANG
Account
E-Mail
Services Sie haben sich noch fir keinen Hetzwerkdienst angemeldet.
Infa Channels
Harichy Registrierung Mach Eingabe eines neuen Passwaortes stebhen Ihnen folgende Dienste zur Yerflgung:
ADSL
- Metzvwerkzunang + Verschliissehes WLAN
Software (Honfiguration WWLAN)
Externe Links

+ Modemzugang

Verwaltung (Honfiguration Moderm)

Bitte geben Sie ein Passwort ein, um sich fiir den Hetzwerkdienst anzumelden:

Pazswort: I

Wiederholung Passwort: |

heuss Passwort setzen |

S 2007 Miintsch afteuniversitdt Wien | Kontakt

Choose a strong password with at least 6 characters. You will then be part of the user group

"Verschlisseltes WLAN” ("encrypted wireless network®).
Locations of Wireless Access-Points at WU-Campus

We provide wireless network service all over campus, an overview is available at

» http://www.wu.ac.at/it/anleitungen/wlan/wlan_standorte/
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Setting up your wireless network connection

» Start » Control Panel » Network and Internet Connections

» (right click) Wireless Network Connections » Properties

'.5 Metwork Connections

File Edt Miew Favorites Tools  Advanced  Help ,f‘l'

\_.J \_/.l L’}: ;':\J Search iL_. Folders v

Address e'_}_ Mebwark Connections

Y8
| Mame Type Skatus
LAN or High-Speed Internet

Metwork Tasks

Lreate R LA or High-Speed Internet  Connected, Firews,
conneckion )

Set up a hame ar small - ELHOrK . Disable L
office network, View Available Wireless Networks

Change Windows
Firewall settings

Repair
Wiew available wireless
nebworks o Bridge Connections
Disable this network,
device Create Shorkouk
Repair this conneckion

Rename

Rename this connection

Change settings of this Properties
connection

» Use Windows to configure ... » Network name (SSID): wu-dotlx

» Wireless Networks » Add... » Network Authentication: WPA2

» Data encryption: AES

- Wireless Network Connection Properties |2”'§|
General | wireless Metworks |.-’-‘«dvanced| Wireless network properties
Use Windows to configure my wireless network settings Association | Authentication | Connection
Available networks: Network name [SSID): wurdotlx |
To connect to, disconnect from, or find out more information Wireless nebwork key
about wirelezs netwarks in range, click the button Below.
- - Thig network, requires a key for the following:
Wiew Wireless Netwarks
Network Authentication: WPA2 v |
Preferred netwark s Dat i
Automatically connect ta available networks in the order listed AR VPRI AES v |
below: :
|
Move up _ :
b ove down |
Add.. Bemove Froperties
Learn about setting up wirgless netwark . ;
- - A [] This iz a computer-to-computer (ad hac) network; wireless
gonliguration, access points are not used
0K ] l Cancel l I OF. | [ Cancel
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» Authentication » EAP-type: Protected EAP
(PEAP) » DO NOT activate “Authenticate as

computer... *

Wireless network properties

Association | Authentication |Cnnneclion

FA =R P otected EAP [FEAP) hd |

[] Authenticate as computer when computer information is available

[] Authenticate as guest when user or computer information is
unavailable

OF. l [ Cancel

Windows XP

» Authentication Method: Secured password
(EAP-MSCHAP v2) » Configure
» DO NOT activate “Automatically use my

Windows logon name and...”

EAP MSCHAPv2 Properties E

“WWhen connecting:

Di-’-‘-.utu::matiu:ally uze my Windows lagon name ar‘u:lé
‘pazeword [and dormain if ). {

[ QK. l [ Cancel ]

IT-Services, WU Vienna

» Properties » Validate server certificate

» AddTrust External CA Root

Eigenschaften fiir geschiitztes EAP

Beim Herstellen der Yerbindung:

Serverzertifikat Gberprifer

[ ]werbindung mit diesen Servern herstellen:

Vertrauenswirdige Stammzertifizierungsstellen:

AddTrust External CaA Root

[ adminca-co-Tol

[] admin-Root-Ca

[ aFfirmTrust Commercial

[ aFfirmTrust Metworking

[ affirmTrust Premium

] affirmTrust Premium ECC

< |

1]+

| £

|:| Keine Benutzeraufforderung zur Autorisierung neuer Server
oder vertrauenswirdiger Zertifizierungsstellen

Authentifizierungsmethode auswahlen:

w | Konfigurieren, ..

Schnelle Wiederherstellung der Verbindung akkivieren
[ ouarantaneiberprifungen akkivieren
[]Trennen, wenn Server kein verschlisselungshindendes TLY worweisk

QK l [ abbrechen

|Sicheres Kenmmuort (EAP-MSCHAP w2)

» Automatically connect, if used as standard

wireless network connection.

Wireless network properties

Aszociation Authenticationi Connection

Automatic connection

Whenewver thiz nebwark is detected, Windows can connect
to it automatically,

[¥]Lonnect when this netwoark 1z In range:

Ok | [ Cancel
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» Open connection with “wu-dotl1x”

i) Wireless Network Connection |X|

b Network Tade Choose a wireless network

ﬁ Refresh netwark: lisk Click an item in the list below to connect ko a wireless network in range or to get more
information.

wu-dotlx

<2 Set up a wireless network
for a home or small office

Related Tasks

WA Learn sbout wireless

netwaorking
Change the order of wu
preferred networks ((i):'
Unsecured wireless nekwork, IIII!

s Change advanced
setkings

edurocam-wu

(ti))

”r‘ Security-enabled wirelass network (WPA) IIII!
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» Click inside of the bubble on the bottom right of your screen and enter your user credentials.

91 wireless Network Connection b

Click. here to select a certificate or other credentials For
conneckion to the netwaork wu-dok 1

» Username: your account at WU Vienna

» Password: your network password as established in the Control Panel.

Enter Credentials

User name: Usemam&@nwacat |

Easswa[d: LA Ll L Ll i

Logon dornain: |

Lok | [ concat |

» Successful authentication — your wireless connection is now active!

711 wWireless Network Connection is now connected |

Connected ko: wu-doklx

Signal Strength: Excellent

Delete password and user data

Note: Your password is automatically being stored in the Registry of Windows XP. You have to delete

the entry manually, if someone else wants to connect with his credentials.

Open the start menu and click “run”. In the text box, type “cmd”. This will open the command prompt,

now copy the following line into the command prompt and press enter, answer the question with ,,Y“:

reg delete HKEY_CURRENT_USER\Software\Microsoft\Eapol\UserEapInfo

At your next connection you will be asked for username and password again.



